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Abstract

ESIEIT/BB16 Encryption and protection of information
2021/2022 Sem. 6
Course Description

The date successful work of enterprises and organizations depends all in a greater
measure from informative resources. The value of informative is determined by her au-
thenticity, actuality and confidentiality. The wide use of computer facilities in human
activity resulted in the origin of important task of providing of effective exploitation of
the systems of storage and treatment of information. On the first plan the question of de-
fence of information goes out from unauthorized influences.

Contents: A course “Encryption and protection of information” puts the aim receipt
by the students of theoretical knowledge, practical skills in area of decision of task of
defence of information in composition the computer informative systems. The students
it is offered to study both classic and modern methods and facilities, applied for defence
of information.

Application of the computer system of study of methods and facilities of hardwarily-
programmatic defence of information, further computer system, allows to promote effi-
ciency of educating for an account.

Keywords: Encryption, Defence, Information, Computer system, Assets protection.
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2 Mera T2 3aBAaHHA HABYAJBLHOI JUCHUILIIHHA

Mertoro BUKIQIaHHS AUCHUILIIHU «KodyeanHs ma 3axucm iHgopmayii» € OTpU-
MaHHsI TEOPETHYHOI 0a3u, ska HeoOXiJHA MPH 3aCBOEHHI MPUKIATHUX MUTaHb OJEp-
»KaHHSI 3HaHb 3 TUTIOBUX METO/IIB, AJITOPUTMIB Ta TEXHOJOTIH 3aXUCTy 1H(OpMaIIii.

Oco0IMBOCTI CUCTEM, IO MPOEKTYIOTHCS, 00YMOBIIOIOTh PI3HOMAHITHICTh I1JIX0-
JIB 10 PO3POOKH PI3HUX CIOCOOIB 3aXUCTy CUCTeM. TOMy OCHOBHUM HAroyioc y Kypci
3p00JICHO HAa BUBUYCHHI AJITOPUTMIB TPAJAUIIIHHUX KPUIITOCUCTEM, 1110 BiJIIOBIIa€ BUMO-
ram KBamiQikamiiHoi XapakTepuCTUKU (HaxiBIs.

[Tim gac BUBYEHHS MUCIUILIIHU 3700yBay BumIoi ocBitd (3BO) mae Habytu abo
po3mmputu HacTymnHi 3aranbHi (3Kx) Ta daxoi (OKx) kommeTeHTHOCTI, TepeadadeHi
OCBITHBOIO ITPOTPAMOIO:

3K1. 3natHicTh 70 a0CTPaKTHOTO MUCJICHHS, aHAJII3y Ta CUHTE3Y.

3K2. 3gaTHICTh 3aCTOCOBYBATH 3HAHHA Y NPAKTUYHHUX CUTYAIlISIX.

3KS5. 31aTHICTS BUUTHUCS 1 OBOJIOAIBATH CyYaCHUMHU 3HAHHSMU.

3K6. 3gaTHICTh 10 NOIIYKY, OOpOOJIEHHS Ta aHali3y 1H(pOpMaIlii 3 pI3HUX JKEPEIL.

3K13. 3natHicTh MpaItoBaTH B MIXKHAPOJHOMY KOHTEKCTI.

®K19. 3gaTHicTh fOTpUMYBATHUCS crienMdikaliiid, CTaHIapTIB, MPABUI 1 PEKOMEH-
naii B mpodeciitHiil ramy3i pu peanizallii mpoleciB >KUTTEBOTO UKITY.

®K20. 3naTHICTh aHANI3yBaTH, BUOUPATH 1 3aCTOCOBYBATH METOJHU 1 3aCO0M st
3abe3rneueHHs 1H(opMalliitHOT Oe31eKku (B TOMY YHCIIl Ki0epOe3neKkn).

®K28. 31aTHICT 10 AITOPUTMIYHOTO Ta JOTTYHOT'O MUCJICHHS.

3 OuikyBaHi pe3yJbTaTH HABYAHHS 3 TUCIHUILIIHA

Hapuanbna mgucuurmiina “Kodysanmns ma 3axucm ingopmayii”” Mae TONOMOTTH
c(hopMyBaTH HACTYIHI TPOTPaMH1 pe3yJbTaTH HAaBYAHHS.

— T1PO1. AnanizyBaTu, HUIECIIPSIMOBAHO IIyKAaTH 1 BUOMpATH HEOOX1IHI JUIsl BUPI-
HIEHHST TPOoQeCiiHUX 3aBIaHb 1H(HOPMAIIIHHO-I0BITHUKOBI PECYPCH 1 3HAHHS 3 ypaxy-
BaHHSIM CYYaCHUX JIOCSTHEHb HAYKH 1 TEXHIKHU.

— IIP07. 3HaTH 1 3acTOCOBYBaTH Ha MpakTULl (pyHIaMEHTaIbHI KOHLEILI, mapa-
JUTMH 1 OCHOBHI MPUHUUNHU (DYHKI[IOHYBAHHS MOBHHX, IHCTPYMEHTAJILHUX 1 OOYUCITIO-
BaJIbHUX 3aC001B 1HXEHEPIl MPOrpaMHOro 3a0e3MeyeHHs.

— TIP12. 3acTtocoByBatn Ha MpakTUIll €PEKTUBHI MIIXOIM IMOAO MPOCKTYyBaHHS
MPOrPaMHOTO 3a0€3MEUCHHS.

— TIP13. 3naTu 1 3aCTOCOBYBAaTH METOJU PO3POOKH aIrOPUTMIB, KOHCTPYIOBAHHS
MIPOrPaMHOTO0 3a0€3MEeUEHHS Ta CTPYKTYP JIaHUX 1 3HAHb.

— TIP15. MoTuBOBaHO OOUpaTH MOBHM MPOTPAMyBaHHS Ta TEXHOJOTIi PO3POOKHU
TS PO3B'SI3aHHS 3aB/IaHb CTBOPEHHS 1 CYIIPOBOKEHHS MTPOTPAMHOTO 3a0€3MEUYCHHSI.

— TIP18. 3natu Ta BMITH 3aCTOCOBYBaTH 1H(hOpMAaIliitHI TeXHOIOT1i 00poOKH, 30e-
piraHHs Ta repeaayi JaHuX.



— I1P21. 3naru, anamizyBatv, BUOMpATH, KBaldi(h)iKOBAHO 3aCTOCOBYBATH 3acCOOU
3abe3rneueHHs 1HpopMaIliiHOi O6e3MeKu (B TOMy YHCIi KibepOe3neKkun) 1 IIJIICHOCTI Ja-
HUX BIJIMOBIJIHO /10 PO3B'A3yBaHUX MPUKIAIHUX 3aBJIaHb T4 CTBOPIOBAHUX MPOrPAMHUX
CUCTEM.

[Ticnst BUBYEHHSI TUCUUILUIIHU CTY/ICHTU NOBUHHI 3HATH:

— OCHOBHI TIOJIO)KEHHSI 3aKOHOJABCTBAa B Tajly3l 3axXUCTy 1HQoOpMaIlii, OCHOBHI
MDKHApPO/IHI Ta HalllOHAJIBHI cTaHAapTH 3 Oe3neku iHpopMmariitnux cucreM (IC) ta Tex-
noutorii (T);

— OCHOBHI TE€PMIHU Ta BU3HAYCHHS MOJITHKUA OC3MEKH, MPUHITUIINA TOOYI0BU TIPO-
b0 3axucty iHpopMarii A1t 3a0e3nedeHHs MOCayT 0e3MNeKH;

— MPUHIUNHA POOOTH CydyaCHUX KPUNTOCHUCTEM, OCHOBHI TEHICHIII PO3BHUTKY CY-
YaCHUX KPUITOCUCTEM;

— MEXaHI3MH Ta IpOTOKOoJH 3a0e3neueHHs KoHgiaeHuianbHocTi IC ta T;

— MEXaHI3MHU Ta MPOTOKoJU 3a0e3neueHHs aBTeHTuyHocTi IC ta T; mexaHizmu Ta
MpOTOKOJIM 3abe3nedyeHHs nuticHocTi nanux [C ta T; Moaenb mopyliHuKa, OCHOBHI BU-
T aTak, MPUHIUIKA KPUIITO aHAJI3y; MEXaHI3MHU Ta MPOTOKOJIM KEPYBaHHS KJIIOYaMH B
IBK indopmariiitHoi cuctemMu; METOIU Ta IpoLeypu udpoBoi creranorpadii.

VY pe3ynbTari onaHyBaHHSA HaBYAJIBHOIO JUCIUILIIHOIO CTY/ICHTH MOBUHHI BMIiTH |

— aHali3yBaTH BUMOTH O€3MEKH B KOMIT IOTEPHUX MEPEKaAX;

— 3aCTOCOBYBATH Ha MPAKTHULI PI3HI TUIH TPAJULUIHHUX CUMETPUYHUX KPHUIITOCHUC-
TEM;

— po3po0JIsATH Ta BTUIIOBATH B IPOrpaMax aJITOPUTMHU PIIICHHS 33]a4 3aXUCTY 1H-
dbopmariii y KOMII IOTEpHUX MEpekKax.

4 Kpurepii ouiHIOBaHHS pe3yJ/IbTATiB HABYAHHS

Jlo icnuTy JOMyCcKalThes 3700yBadl BUIIOT OCBITH, 1110 BUKOHAJIHU yC1 3alIaHOBaH1
Ha CEMEeCTp 3aBJIaHHA 3 IM1JICYMKOBOIO OLIIHKOIO He MeHIe 20 6artiB.

3 Tumu 3700yBaYaMu BHIIOI OCBITH, 5Kl IO MIPOBEACHHS IMiJICYMKOBOTO CEMECTPO-
BOT'O KOHTPOJIIO HE BCTUTJIA BUKOHATH BC1 00OB’SI3KOB1 BUU POOIT Ta MAIOTh IM1ICYMKO-
BY omiHKy MeHIe 20 6aiiB (3a MIKaJIOW OI[IHIOBAaHHS), TPOBOASTHCS JOIATKOBI 1HIWBI-
JyalibHI 3aHSTTS, 32 Pe3yibTaTaMU SIKUX BU3HAYAETHCS, HACKIIBKH TIMOOKO 3aCBOECHUMN
Marepiall, Ta Y4 He0OX1THE MOBTOPHE BUBUCHHSI TUCITUTLIIHHU.

JlucrumuiiHy MOHa BBa)KaTH TaKORO, 110 3aCBOEHA, SKIIO CTYICHT:

1) 3nae:

— kjacu@IKallo Ta OCHOBHI MapaMeTpH TPAIULIMHUX CUMETPUUYHUX KPUIITOCHC-
TEM;

— OCHOBHI AJITOPUTMU CYYaCHUX CUMETPUYHUX KPUTITOCUCTEM;

— OCHOBU MOOYJIOBU CyYaCHUX aCUMETPUYHUX KPUTITOCUCTEM,

— Cy4acHi IPOTOKOJIY 1IeHTU(IKaIlii;

— QJITOPUTMHU OE3MEYHOTO XCITyBaHHS,

— QJITOPUTMHU E€JEKTPOHHOTO MU(PPOBOTO MIIIHUCY.

2) BMi€:



— po3mupoByBaTH MMOBIAOMIICHHS, SIKE 3alM(PpoBaHe CUMETPUYHUM HIH(PPOM;
— po3mm@poBYBaTH MOBIJOMIICHHS, SIKE 3aM(PpoBaHE ACUMETPUIHUM IITHUPPOM;
— mepeBipATH UU(POBHI MIAMUC M OTPUMAHUM TOKYMEHTOM.

5 3aco0u IiarHOCTHUKHU pe3yabTATiB HABYAHHS

3acobaMM OIIIHIOBaHHA Ta METOJAMU JIEMOHCTPYBAHHS pPe3yJbTaTiB HaBYAHHS 3
IUCIHUIUIIHHA €
— eK3aMeH;
— po3paxyHKoBO-TpadidHa podoTa;
— TMpe3eHTallil pe3yIbTaTiB BUKOHAHHUX 3aBJ/IaHb;
— 3aBJaHHA, K1 BUKOHYIOTHCSI B HaBUaJIbHIH J1abopaTopii.

6 IIporpama HaBYAJBLHOI AUCHUIIIHH

Moayas 1

3micToBuii Moayb 1 — CUMeTPUYHI KPUNITOCHUCTEMHU

Beryn

[Ipenmer Ta 3aBAaHHs Kypcy «3axucT iH(opmallii y KOMII FOTEPHUX CUCTEMAaX.

Kiacudikariist ckiaoBux 49acTHH Ta iXHI 0coOauBocTi. OCHOBHI €Tanyd BHUBUYCHHS
IUCIUILIIHHA.

Indopmaniiina 0e3neka KOMII’IOTEPHUX CHCTEM

OcHoBHI TIOHATTS Ta BU3HaueHHs. OCHOBHI 3arpo3u Oe3rneku. 3abe3neueHHs Oe3me-
ku. [IpuHuunm kpunrorpadiuHoro 3axucTy 1HGOpMallii.

TpaguuiiHi cMMETPUYHI KPUIITOCUCTEMH

OcHoBHI TOHATTS Ta Bu3HaueHHs. Lludpu nepectaHoBku: "ckitana", mmdpyrouu
Tabnuil, Mariuni kBajapatu. ludpu npocroi 3aMinu: noaibiaHChKHUI KBapaT, CUCTEMU
Le3aps, Tabmuii Tpucemyca, 6irpamuuit mmdp Ineridepa, cuctema omodoHis.

Mudpu cxknannoi 3aminu: mudp I'poHcdenbna, cucrema Bixkinepa, "moaBiiHMIA
kBagpat" YITCTOHA, OIHOpa30Ba cucTteMa mudpyBaHHs, pOTOPHI MalTUHHU.

udpyBaHHsS METOIOM raMyBaHHS.

CyuacHi cHMeTPUYHI KPUNITOCUCTEMH

Crannapt mudpyBanusa qanaux DES. OcHOBHI pexxuMu poOOTH aITOpPUTMY: €JIEKT-
POHHA KOJIOBA KHUTA, 3YEIJICHHS OJIOKIB MK(PY, 3BOPOTHIN 3B'SI30K MO MHUPPY, 3BOPO-
THI# 3B'SI30K MO BUXOJTY.

KomMOiHyBaHHS OJI0OYHUX aJITCOPUTMIB.

Mixuaponuuii anroputm mudpysanns nanux [IDEA.

Pociiicekuii ctangapt mudpysanss ganux ['OCT 28147-89. Pexxum npocToi 3aMiHM:
mudpyBaHHs 1 po3mMppyBaHHs JaHUX. PexXxruMu raMmyBaHHsS Ta TaMyBaHHS 31 3BOPOT-
HIM 3B’s13KOM. PexxrM BUPOOITKH IMITOBCTABKH.

brouni Ta motouHi mudpwu.

3MicToBHIT MOAYJIb 2 — ACHMETPHUYHI KPUIITOCUCTEMH
CyyacHi KPUNITOCUCTEMH 3 BIAKPUTUM KJIIOYeM
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Konneniiis kpuntocucTeMu 3 BIAKpUTUM KitoueM. OgHocnpsiMoBaH1 QyHKIii. Betyn
B TEOPIIO YHCEIL.

Kpunrocucrema mudpysanusa nanux RSA. [Iponexaypu mmbpysanHs i po3mudpy-
BaHHs. be3neka Ta mBuakoaist RSA.

Cxemu mmmdpyBanns [lomira-Xemnnmana ta Ens-I"amans.

Komb6inoBaHuit meToa mudpyBaHHS.

InenTudikanis Ta nepeBipKa aBTEHTUYHOCTI

OcHOBHI OHATTA Ta KoHenili. [nenTudikamis 1 MexaHi3MHU MMiATBEPPKCHHS aBTCH-
TUYHOCTI KOpUCTyBada. B3aemMHa nepeBipka aBTEHTUYHOCTI KOPUCTYBAUiB.

[Iporokonu imeHTU(IKAII]l 3 HYIOBUM IMEPEIaHHsIM 3HaHb: CIPOIICHA Ta Mapaieib-
Ha cxema, cxeMma [ immoy-KyikckyoTepa.

AJITOPUTMH XelTyBaHHS

OpHocnpsAMOBaHi Xen-(QpyHKIIi Ha OCHOBI CAMETPUYHUX OJIOUHHUX aITOPHUTMIB.

Anroputm MDS5 uucnenns npodiato nosigomieHHs. Jlorika. @yHKIIS CTUCKYBaHHS.
CTIMKICTB.

3axumenuit anroputm xenryBanHst SHA-1. Jlorika. @yHKIIIS CTUCKYBaHHS.

[TopiBusinpHuU# ananiz SHA ta MDS.

Pociiicekuit cranmapt xemr-¢pyukiii TOCT P 34.11-94.

AJITOPUTM €JIEKTPOHHOT0 HU(PPOBOIr0 MiNMUCY

Anroput™m nudposoro mianucy RSA. Anroputm nudposoro nianucy EGSA (Emnb-
I"amans). Anroputm mudposoro mianucy DSA.

Pociiicekuii ctannapt uudposoro mignucy 'OCT P 34.10-94.

3micToBuilt MOayJIb 3 — 3aXHMCT Bil MepeKeBUX aTaK

YnpasiainHusa KpunrorpagivHMMHU KIYaMH

I'eneparrisa karouiB. 30epiraHHs Kito4iB. PO3MOIIIEHHS KITIOUIB: 3 y4acTHO LIEHTpa po-
3MOJIIIEHHS KIFOY1B, MPSAMUNA OOMIH KITHOYaMU M1k KOPHCTYBayaMHU.

MeToau Ta 3ac00H 3aXMCTY BiJl BilJlaJIeHHX aTak yepe3 mepexy Internet

Oco6muBoCT! (hYHKIIFOBAaHHS MIKMEpPEXKHUX ekpaHiB. OCHOBHI KOMIIOHEHTH MiKMe-
PEXKHUX €KpaHiB: (PUIBTPYIOYl MapIIPyTHU3ATOPH, MUTIO3H MEPEKEBOTO PIBHS, IUTIO3U
MPUKJIAAHOTO PIBHSI, MOCUJICHA aBTEHTU(DIKAITIS.

OCHOBHI CXE€MHU MEPEKEHOTO 3aXUCTy Ha 0a31 MDKMEPEKHUX EKPaHiB: MIKMEPEKHUN
eKkpaH — QUIBTPYIOUU MapIIPyTU3aTOP, MIKMEPEIKHUM €KpaH Ha OCHOBI1 IBYIIOPTOBOTO
LUTI03Y, MIKMEPEKHHUI €KpaH Ha OCHOBI €KPaHOBAHOIO IIJTI03Y, MIXKMEPEXKHUN €KpaH —
€KpaHOBaHa MiJMepexa. 3aCTOCYBaHHS MIKMEPEKHUX €KpaHiB ISl OpraHizailii BipTya-
JHHUX KOPIIOPATUBHUX MEPEK.

[Iporpamui MeToIM 3aXHUCTY



7  CTpyKTypa HABYAJbHOI TUCUMUILTIHU

KinbkicTh roaus ajsi 1eHHoi GopmMu HAB-

YAHHSA
Ha3Bu 3MicTOBHX MOAYJIiB i TeM g Y Tomy uncTi
2 < = < <
= é = = @)
1 2 3 4 3) 6 7
Moayas 1
3micToBuii Mmoayab 1 CuMeTpu4HI KpUNITOCUCTEMH
1 Bceryn 3 1 2
2 Iudopwmariiitna Ge3neka 7 1 6
KOMIT FOTEPHUX CUCTEM
3 TpamumiitHi cCHMETpUYHI KpHII- 10 2 2 6
TOCHCTEMHU
4 CyuacHi CUMETPUYHI1 KPUTITOCH- 8 2 6
CTEMU
Pa3om 3a 3micToBuM moaysem 1 28 6 2 20
3MicToBHITI MOAYJIb 2 ACHMETPUYHI KPUIITOCHCTEMH
5 CyyacH1 KpUIITOCUCTEMHU 3 BiJIK- 11 1 2 8
PUTUM KIIFOUEM
6 InmenTtudikaris Ta mepeBipka aB- 11 1 2 8
TEHTHUYHOCTI
/  AJTOpUTMU XellyBaHHS 12 2 2 8
8 AJTOPUTM EJEKTPOHHOTO ITU(- 12 2 2 8
POBOTO MIJANKCY
Pa3om 3a 3MicTOBMM MoOayJieM 2 42 6 8 28
3MmicToBHii MOAYJIb 3. 3aXUCT Bijl MepeKeBUX aTaK
9 HOH}ITT.H pecypcy. I[I/I'CHI/IHJ'IiHI/I 10 9 9 6
PO3MOJIICHHS PECYPCiB
10 VYmnpaBniHHS OnepaTUBHOIO MaM'- 10 9 9 5
ATTIO
11 PI'P 30 - - 30
Pa3om 3a 3micToBUM MoayjieM 3 50 4 4 42
Y cboro roauH 3a TUCUMILIIHY 120 16 14 90
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8 Temu 1ab6opaTOpHHUX 3aHATH

Ne KiabkicTs
Ha3zBa Temu
3/m rOAUH

Monayas 1

Berynae 3aasaTTa. BeTynmamii iHCTpyKTax 3 TEXHIKH O€3MEKH.

HocnimkeHHs mudpiB NepecTaHOBKH Ta IPOCTOI 3aMIHH.

AHai3 BUMOT OE3IIEKH.

Cy4acHi aJIrOpUTMU CUMETPUYHOTO MU (DPYBaHHS.

AnroputMu mGpyBaHHS 3 BIIKPUTUM KIIIOUEM.

OO WIN|PF
NINININD|I DN -

CpeacTBa ieHTU}IKAIlT Ta aBTEHTUYHOCTI, €JEKTPOHHHUIA LIUPPO-
BUM IIIINC.

~
N

dopMasbH1 TOJITUKU O€3MEKH.

(00)
[EnY

3akiTrouHe 3aHATTA. 371a4a 3BITYy JJaOOpaTOpHUX POOIT 32 CEMECTp.

Paszom 14

9 Camocriiina podora

Ne Ha3zBa Temu KinbkicTb

3/m T'oguH

[ndopmairiiina 0e3nexa KOMIT FOTEPHUX CUCTEM 4

TpanuuiiiHi CHMETPUYHI KPUIITOCUCTEMHU

CydacHi CUMETpPHUYHI KPUIITOCUCTEMHU

Cy4acHi KpUNTOCUCTEMH 3 BIIKPUTHUM KIIIOUEM

Inentudikaiisi Ta nepeBipka aBTEHTHYHOCTI

AJTOPUTMU XEIIYBaHHS

AJITOPUTM €JIEKTPOHHOTO ITU(PPOBOro MiAIUCY

VYnpaBainHs KpuntorpadiuHUMHU KIFOYAMHU

Metoau Ta 3aco0u 3aXUCTY BiJl BIIJIaJIEHUX aTakK yepe3 Me-

pexy Internet

PI'P 30
Pa3zom 90

OO INO (O IWIN|F-
O OO0 (0000|000 O

[HEN
o

10 ImpuBigyaJbHi 3aBIaHHA

Metoto po3paxyHKOBO-rpadidyHUX POOIT € TepeBipKa 3aCBOEHHS CTYJEHTaMU
OTPMMAHOTO Ha JIEKISAX Ta JJabopaTOpHUX poOOTax maTepially Ta BMIHHS CaMOCTIHHO
BUpILITYBATH TUIIOBI 3aj]ayl 3a MPOCIyXaHUMH TemMamu. Bapiantu 3aBianb 10 JaHUX PO-
OIT MICTSTBCS B BIAIIOBIAHUX METOIUYHUX BKa31BKax.
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DopMu KOHTPOJII0 BUKOHAHHA PI'P

Bun podoru ®opMa KOHTPOJII0 KiIbKicTs
b P P oaJjiB
Crpykrypa cuctemu, | 1. BignoBigHiCTh yMOBaM 3aBIaHHS 0... 4
CXEMa Ta TeKCT IIPO- | 2 BiamoBiAHiCTh BUMOTaM CTaHAAPTIB 0. 2

rpamu

IlossicHIOBaJIbHA 3amU-
CcKa

1. OOrpyHTOBaHICTh MPOTPAMHUX PIllIEHB
2. [TocumanHs Ha MepIIoKEpeIIa
3. BignoBigHIicTh OQOPMIICHHS BUMOTaM

4. CBo€yacHICTH 31a4i

3axuct PI'P

CamocTiliHiCTh BUKOHAHHS (BIIITOBI/II Ha 3aITH-
TaHHA a00 Mpe3eHTallis)

Cle 222
alN N e S

Pazom

0... 20

11 MeToan KOHTPOJIIO

OuiHIOBaHHS 3HAaHb CTYICHTIB 3/IIMCHIOETHCS BIAMOBIIHO 10 «I1010KEHHS TIPO
HOTOYHE Ta IMIJICYMKOBE OIIHIOBAHHS 3HAHB 3100VBayiB BUIIOI OCBITH HarmoHaaIpHOTro

VHIBepcUTeTY «YepHIriBCchbKa NOJITEXHIKAY.

[lepeniku ex3aMeHaIIMHUX MUTaHb 3HAXOJATHCS B MAKETl JOKYMEHTIB HA JUCIIHII-
JiHy. Y BUNAJKY, SKIIO CTYAEHT IPOTSITOM CEMECTPY HE BUKOHAB B OBHOMY 00CsI31 repenoa-
YEeHUX pOoOOYOI0 MPOrpamMor0 BCIX BHUIIB HABUAILHOI POOOTH, Ma€ HEBIAMPAIHOBaH1 JIabopaTo-
pHI poboTH a00 HE HAOpaB MIHIMAILHO HEOOX1THY KUTBKICTh OamiB (20), BIH HE JOIMYCKAETHCS
JI0 CKJIQJIaHHSI €K3aMEHY TIiJT 4ac CEMECTPOBOTO KOHTPOJTIO, ajie Ma€ MPaBo JIKBIyBATH aKaje-
MIUHY 3a00prOBaHICTh y TIOPSIIKY, iepeadaueHomy «I100KeHHSIM TTPO MOTOYHE Ta MIJCY-
MKOBE OIlIHIOBAaHHSI 3HaHb 3/100yBaYiB BUIIOi OCBITH HalliOHAJIbHOTO YHIBEPCUTETY

«YepHIriBchKa IMOJITEXHIKAY .

[ToBTOpHE CKIIaJaHHsI €K3aMEHY 3 METOIO IMiIBUILECHHS MO3UTHUBHOI OLIHKH HE J0-

3BOJISIETHCA.

12 Po3noaia 6ajiB, siki OTPUMYIOTH CTYI€HTH

[ToTOYHMI KOHTPOJIb 38 MOYJISIMU

3micToBHMII MOoayJIb 1 M1=0...100
1 | PoGota Ha jeKIisiX 3 BUBYEHHS JICKIIIHHOTO MaTepiary 0...10
2 | BukoHaHHs Ta 3aXuCT J1a00paTOpHUX poOIT 0...40
3 | TectyBaHHsI 3 BUBUCHHS TEOPETHUHOTO MaTepiaity 0...50
3micToBHMI MOAYJIb 2 M2=0...100
1 | Po6oTa Ha JIeKIlisIX 3 BUBYEHHSI JICKIIIMHOTO MaTepiany 0...10
2 | BukoHaHHs Ta 3aXuCT J1a00paTOpHUX poOIT 0...40
3 | TectyBaHHs 3 BUBUCHHS TEOPETHUYHOTO MaTepiary 0...50
3micToBHMII MOAYJIb 3 M3=0...100
1 | Po6oTa Ha JIeKIlisIX 3 BUBYEHHSI JICKIIIMHOTO MaTepiany 0...10



https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
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2 | BukoHaHHs Ta 3aXUCT J1a00paTOpHUX pOOIT 0...40
3 | TecTyBaHHS 3 BUBUCHHS TEOPETUYHOTO MaTepiary 0...50
PI'P M4=0...100

Itorosa ominka O1iHKa TOTOYHOTO KOHTPOIIO OOUUCITIOETHCS SIK
Ominka = 60%*(M1+M2+M3+M4)/4.

st 3axucmy nabopamopnoi pob6omu 3100yBad BUIIOT OCBITH IOBUHEH BiIOBIC-
TH Ha BC1 KOHTPOJIbHI 3alIUTaHHS 3 METOAMYHMX BKa31BOK Ta HA JIBa 3allUTaHHS 32 BU-
O0opoM BHKJIadada 3 JICKIIHHOTO Kypcy 3a TeMO JlabopaTopHoi poOoTu. s denroi
Gdopmu HasuanHs 3a KOXKHY J1JaOOpPaTOpHY pOOOTY CTYAEHT OTPUMYE TEBHY KIJIbKICTh
0aiB 3 ypaxyBaHHSIM MaKCHMaJIbHOI KIJIbKOCTI OajiB 3TiJIHO HABEJICHOI BUIIE TaOJIHIII.
[Ipu 11b0My BpaxoBY€ThCS SIKICTh O(POPMIICHHS 3BITY Ta MOBHOTA BIJMOBIIACH Ha 3aIlu-
TaHHS MPHU 3aXUCT1 1a00pPaTOPHOI pOOOTH.

s 3axucmy pospaxynxkoso-epagiunoi po6omu 3100yBad BUIIOT OCBITH TOBUHEH
BIJINOBICTHA Ha BC1 KOHTPOJIbHI 3alIUTAHHS 3 METOJUYHUX BKa31BOK Ta HAa YOTUPH 3a BU-
O00pOM BHUKJIa[aua K1 CTOCYIOThCS Oe3mocepeIHb0 BapiaHTy 3aBaaHHs PI'P.

HIxana ouninoBanHga: HanionaabHa Ta ECTS

Cyma 0auiB 3a Ouinka 32 HalliOHAJILHOK HIKAJIOI0
BCl BHAU HaB- Ouinka [ ,4 ex3ameny, KypcoBoi IS 3ATKY
YaJbHOI JiflIb- ECTS poboTn, udepenuiiioBa-
HOCTI HOIO 3aJIiKy
90 - 100 A BIAMIHHO
82-89 B o6be
75-81 C 7100P 3apaxoBaHO
06-74 D 3aJI0BIIBHO
60-65 E
. : HE 3apax0BaHO 3 MOX-
HE3a10BIJTbHO 3 MOKJIMBIC- .
0-59 FX JUBICTIO TOBTOPHOTO
TIO TIOBTOPHOTO CKJIAJIaHHSI
CKJIaJITaHHSI

13 IncTpymeHTH, 0012 JHAHHS Ta NPOrpaMHe 3a0e3neYeHHs1, BUKOPUCTAHHSA SIKUX
nepeadavyac HAB4YAJIbLHA JUCUMILIIHA

Jlexmiinuii Martepiajl MOMAEThCS Yy BUTJISAI MPE3CHTAIIA 3a JOIMOMOIrol Mesia-
npoekTopa. Ilix yac nexuii aHami3yroTbcsa TpoOIeMH] CUTYyallli, OpraHi3yeThCsl 3BOPOT-
HUM 3B'I30K 3 ayJIUTOPI€I0 NUIAXOM (POPMYJIIOBAHHS 3allUTaHb 1 CTUCIUX BIANOBIACH 3
000x ctopiH. Ilin yac 1abopaTOpHUX 3aHATH KOPOTKO PO3TISIAIOTHCS TEOPETHYHI MO-
JIO’KEHHSI BIITMIOBITHO /10 TEMATHYHOTO TUIAHY 3aHSTh, JOKJIAJTHO PO30MPAIOTHCS MPUK-
Jaau, a Haalll CTYJEHTaMH CaMOCTIMHO BUPIITYIOTHCS TpakTU4Hi 3a1a4i. OCOOIMBICTIO
BUKOHAHHS JTAOOPATOPHUX POOIT € 3aCTOCYBaHHS CIEIIAIbHOTO OOJaHAHHS Ta CUCTE-
MHOTO MPOTPAMHOTO 3a0€3MeYeHHs HABYAJILHUX JTa00paTOPIid.

JlabopaTopHe 3aHATTS BKJIFOYAE MPOBEIEHHS MIOTOYHOTO KOHTPOJIIO T1ATOTOBICHO-
CTl CTYJEHTIB 0 BUKOHAHHS KOHKPETHOI JIa0OpaTOpHOi pOoOOTH, BUKOHAHHS 3aB/IaHb
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TEMU 3aHATTS, OQOPMIICHHS 1HIUBIyaJbHOTO 3BITY 3 BUKOHAHOI pOOOTH Ta MOT0 3aXu-

CTy nepca BUKIIAJa4YCM.

PexoMeH10BaH1 TEXHOJIOTIT A1l peaizallii JJabopaTOpHUX POOIT— BIJIbHE MOJYJIb-
HE IHTErpOBaHEe CEPEIOBHILE PO3pOOKH ITporpaMHoOro 3adesneuenns Eclipse.

14 MeTtoauune 3a0e3ne4eHH

. BukopucTtanHs anropuTMiB KpUITOCUCTEM 3 BIIKPUTUM KJItoueM. MeToanydHI BKa3i-
BKM JI0 PO3PaxXyHKOBO-TpadiuHOi poOOTHM 3 IUCHUIUTIHU «3axucT iHdopmaii B
KOMIT'IOTEPHUX CHCTeMax Ta Mepexkax» JJisi CTyAeHTIB HampsMky «Komm’roTepHa
imxenepisy. / Y. Comomaxa B. B., [laBnoscwkmii B.1., BeproBko O.B. — UepHiris:
YTV, 2010. - 41 c.

MeroanuHi BKa3iBKH J10 JJa0OpaTOPHUX POOIT Ta CAaMOCTIHHOT POOOTH 3 JUCITUTIIIHU
"KonyBanHd Ta 3axuct iHpopmarii " 1 cTyAeHTiB cnenianbHocTi 121 - "iHxkeHepis
POTPaMHOI0 3a0€e3IeueHHs . - Enexrponnuii pecypc:
https://eln.stu.cn.ua/course/view.php?id=4749

15 PexoMeHnpoBaHa JiTepatrypa

baszoBa
1. ITognescekuii b. M. Teopis iHpopmaiii B 3aaavax: miapydnuk / b. M. [loaneBcbkuid,
P. €. Puxantok. — Kuis: «llentp yuboBoi nitepatypu», 2017. — 271 c.

2.Ilopnescekuit b. M. Teopis indopmartii : miapyunuk / b. M. Tlognescekuii, P. €. Pu-

kamok. — JIbBiB: BunaBuuuuit nuentp JIHY im. I. ®panka, 2016. — 342 c.
JlonmomixxnHa

1. OcHoBu Teopii iH(popmarii Ta konyBaHHd. KoHcnekrt nekuiii: [EnexTpoHHuii pe-
cypc]: HaBd. moci0. mis ctya. cnemianbHOCTI 171 «EnektpoHikay, cheriamizarii
«EnexTpoHHi Ta iHpOpMalliifHI CUCTEMH 1 TEXHOJIOT1i TenedaueHHs, KinemaTorpadii
Ta 3BykoTexHiku»/ M.I. Pomantok; 1O. I'. CaBuenko; KIII iM. Iropst Cikopcbkoro. —
Enextponni Texcrosi nanHi (1 daitn: 1,86 M6aiit). — Kuis: KIII im. Irops Cikopch-
koro, 2019. —70 c.

. Teopisa inpopmaiii Ta komgyBanHs [Tekcrt]: HaBu. mocioHuk / B.JI. KokeBHUKOB,
A.B. KoxeBnukos. — [1.: Harmionansauii rippuunii yaisepeurer, 2011. — 108 ¢

16 Indopmauniiini pecypcu

Cucrema nucranmitaoro HaByands HY «YepwniriBcbka nomitexuikay. Kype Komy-

BaHHS Ta 3axucT iHdopmalii — [EnektponHuit pecypc]. — Pexum pocryny :
https://eln.stu.cn.ua/course/view.php?id=4749 . — Ha3Ba 3 ekpany.
Unit:  Information theory [Enexkrponnmii pecypc]. — Pexum gocrymy:

https://www.khanacademy.org/computing/computer-science/informationtheory


https://eln.stu.cn.ua/course/view.php?id=4749
https://eln.stu.cn.ua/course/view.php?id=4749

