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Abstract

Computer network protection systems (VB 21)
2021/2022 Sem. 2

Course Description

After mastering the discipline the students formed accurate system holistic
understanding of the complex issues that arise and must be solved by the process of
planning and using computer systems and networks. Main attention is paid to security
issues.

In the discipline studies the networks protocols used for security connections, planning
and development of network systems, security models of actual computer systems,
some questions related to network protocols choice for new computer systems,
implementation of transport protocols for real-time systems, protocols of authorization
and authentication, network security tools.

Contents: computer networks, protocols, computer system, authentication,
authorization, accounting, information types, security models, security politics, network
security systems.
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2 Mera Ta 3aBIaHHA HABYAJILHOI AMCIUILIIHA

MeTo10 BUKIIaJIaHHS JUCHUIUTIHK “Cucmemu 3axucmy oOUUCTIOBAIbLHUX MepedrC” €
HEOOX1IHICTh (OpMyBaHHA y 3J00yBauiB 4YITKOI CHUCTEMH YSBJICHb MPO IUTICHUN
KOMILJIEKC TIpOo0IieM, 0 MaloTh OyTH BUPIIIEHI Yy MPOLEeCi IPOEKTYBAHHS Ta pO3POOKHU
KOMIT'IOTEPHUX MeEpEeX 1 CHUCTEM, SKI BIJNOBIJAIOTh BUMOram KBadigikaliiHol
XapakTepUCTUKH (axiBiisg. 30Kpema, 11e:

— 3K1. 3matHicTh 10 aOCTPaKTHOTO MUCJICHHS, aHATI3y Ta CUHTE3Y.

— 3K2. 3matHicTh 3aCTOCOBYBATH 3HAHHS Y PAKTUUYHUX CUTYAIIIsSX.

— 3KS. 3natHicTh BUUTHCA 1 OBOJIOIBATH CYYaCHUMU 3HAHHSAMH.

— 3K6. 3nmartHicTh 10 mouryky, oOpoOJieHHS Ta aHamiizy iHdopmalii 3 pi3HHX
JoKeped.

— 3K13. 3gaTHiCTh NpaloBaTé B MI>KHAPOITHOMY KOHTEKCTI.

— ®K19. 3parHicTe a0TpUMyBaTHCS crenudikaiii, cTaHmAapTiB, IpaBWI 1
peKoMeHaIii B mpodeciiiHiil rairy3i Mpu peaizallii mpoleciB > KUTTEBOTO UKITY.

— ®K20. 3natHicTh aHami3yBaTH, BUOMpATH 1 3aCTOCOBYBAaTH METOAM 1 3aCO0U
JUtst 3a0e3reueHHs 1H(opMaIliiiHo1 6e3neku (B ToMy Yucii KibepOe3neku)

—  ®K24. 3gaTHICTh HAKOIMYYBATH, OOPOOJIATH Ta CUCTEMATH3YBaTH MPOQECiiiHl
3HAHHS MO0 CTBOPEHHS 1 CYMPOBODKCHHS MPOTPAMHOTO 3a0€3MeUeHHST Ta BU3HAHHS
BKJIMBOCTI HAaBYaHHS TIPOTATOM BCHOTO JKHTTS.

—  ®K26. 3gaTHICTh 3AIHCHIOBATH MPOIEC 1HTErpallii CUCTEeMH, 3aCTOCOBYBATH
CTaHAApTU 1 MPOLEAYypU YIPABIIHHA 3MIHAMM IS MIATPUMKH HUTICHOCTI, 3arajibHOi
(GYHKIIIOHATBHOCTI 1 HAIIMHOCTI TPOTPaMHOTO 3a0€3MEeUEHHS.

—  ®K27. 3paTHicTh OOTpYHTOBAaHO OOMpaTH Ta OCBOIOBATH IHCTPYMEHTapiil 3
PO3pOOKHU Ta CYIPOBOKEHHS TPOTPAMHOTO 3a0€3MEeYEHHH.

—  ®K28. 31aTHICTh A0 aATOPUTMIYHOTO Ta JIOTIYHOTO MUCIICHHS.

— ®K29. 3parHicTh 10 poO3poOKM 1 peami3aimii METOMIB TECTyBaHHS Ta
BUNPOOYBAHHS MPOTPAMHUX KOMIIIEKCIB.

3 OuikyBaHi pe3yJibTaTH HABYAHHS 3 JUCHUILTIHU

2

HaBuanbHa nucuummina “ Cucmemu 3axucmy 0OUUCTIOBANbHUX Mepedc ~ Mae
JIOTIOMOT'TH c(pOPMyBaTH HACTYIIHI MPOTPAMHI PE3yIbTaTH HABYAHHS:

— [IIPOl. AmnamizyBaTu, LUIECHIPSIMOBAHO IIYKAaTH 1 BUOMpPATH HEOOXITHI IS
BUpILIEHHSI NMpo¢ecIHHUX 3aBAaHb 1H(POPMALIMHO-TOBIIHUKOBI PECYpCH 1 3HAHHS 3
ypaxyBaHHSM CY4aCHUX JTOCSITHEHb HAYKH 1 TEXHIKH.

— [IIP0O4. 3Hatu 1 3actocoByBaTH MpoQeciiiHi CTaHAAPTH 1 1HIII HOPMATUBHO-
MPaBOBI JOKYMEHTH B Tajy3i iHXeHepil IporpaMHOro 3a0e3neyeHHs.

— [IIP14.3actocoByBaTH Ha MPaKTUI[l I1HCTPYMEHTaJbHI MporpamHi 3acodwul
JOMEHHOTO aHali3y, NPOEKTYBaHHS, TECTyBaHHS, Bi3yali3allli, BUMIpPIOBaHb Ta
JOKYMEHTYBaHHSI IIPOTPAMHOTO 3a0e3MeYCHHS.

— [IP15.MotuBoBaHO OOMpaTH MOBM MPOrPaMyBaHHsS Ta TEXHOJOTii PO3pOOKU
JUTSl pO3B'sI3aHHA 3aBJaHb CTBOPEHHS 1 CYIIPOBOJIKEHHS TPOTPaMHOr0 3a0€3MeYeHHS.

— [IP21.3naru, anamizyBaT, BUOMpATH, KBaTi(PiKOBAHO 3aCTOCOBYBATH 3aco0u
3a0e3nedeHHs 1HpoOpMaIiitHOi Oe3neku (B TOMYy 4YHCHI KiOepOe3meku) 1 HUTICHOCTI



JaHUX BIAMOBIHO JI0 PO3B'SI3YBaHMX TNPHUKIAJHUX 3aBIaHh Ta CTBOPIOBAHHX
IPOrPAMHUX CHUCTEM.
— IIP25. Matu HaBUYKM BUKOHAHHS IMEBHUX pojed B |T-mpoektax Oyab-skoi
CKJIATHOCTI.
OCHOBHMMH  3aBJaHHSIMH  BHUBYCHHA  JucHMIUNHU  “Cucmemu  3axucmy
00YUCTIIOBATILHUX MepediC” €.
1) BuBueHHs1 OOYIOBY, IPUHIIMITY [Ail, CHCTEM 3aXHCTy OOUHCITIOBAILHUX MEPEK,
Takux gk Opanamayepu ta IDS.
2) BuBueHHsST ~ MEpEXEBUX  IMPOTOKOJIB, IO  BUKOPHCTOBYIOTHCS  JUIS
aBTeHTH(}iKallli, 00MIHY KJIF0OUaMH, KOH(PIACHIIHHOTO 00MIHY MOBITOMJICHHSIMHU.
3) HaOyTTs mpakTHYHUX HAaBUYOK pOOOTH 3 CYYaCHHMHU CHUCTEMaMH OpraHi3aiii
BIpTyaJIbHUX MTPUBATHUX MEPEK.
3riJIHO 3 BUMOT'aMH OCBITHBO-TIPOGECIHHOT TPOrpaMu CTYACHTH MIOBUHHI:
3Hamu :
— ICHYIOUM MEPEXKH1 CTaHAapTH Ta MPOTOKOJIU 3a0e3IeueHHs] KOHITCHIIIHOCTI
Ta IIJIOCHOCTI;
— OCHOBH1 MEPEXKEB1 MPOTOKOJIM OE3MEeKH Ta aBTEHTUDIKaITIi
— OCHOBHI1 Mojief1 iH(opMaIiiHo1 6e3MeKH;
— OCHOBM KpUNTOrpap1yHUX aJITOPUTMIB;
— BHUJIA T OCOOJIMBOCTI MOJIENE KOMIT FOTEPHUX CUCTEM Ta MEPEX;
— 3ac00M MOTepeKEHHS Ta BUBJICHHS MEPEKEBHX aTaK;
— METOJM 3aXHCTY BIJl aTaK B IPOTOBHX Ta O€3APOTOBUX MEpPEXKaX.
emimu .
— pobuTtu BHUOIp MPOTOKOJIIB Ta MEPEKEBOTO OOJIAHAHHS, HEOOXIAHOTO IS
3a0e3nedeHHs iHpopMalliitHoi Oe3neKu;
— poOuTy BUOIp METOIy NOCTYIY J0 KaHATy Nepeaayl JaHuX;
— CTBOPIOBATH BIpTyalbHI IPUBATHI MEPEXKI;
— CTBOPIOBATH MEPEXKH1 CEPBICH aBTeHTU(]IKaIIT, aBTOpHU3allii Ta 00Ky
— BCTAHOBIIIOBATH Ta HAJIAIITOBYBAaTH MEPEKEB1 €KpaHU;
— HaJaAIITOBYBATHU CUCTEBH BUSIBJICHHS Ta 3a00ITaHHS BTOPTHEHB;
— MOTIEPEKYBATH Ta 3aXUIIATH MEPEXK1 BiJl HAWOUIBII MOMIUPEHUX THUIIIB aTakK.

4 Kpurepii oniHIOBAHHA pe3yJ/IbTATiB HABYaHHS

3 TUMH CTyJIeHTaMH, SKi 10 TIPOBEACHHS IMJICYMKOBOTO CEMECTPOBOTO
KOHTPOJII0O HE BCTUIJIM BHUKOHATH BCi OOOB’SI3KOBI BUAM POOIT Ta MalOTh MIJCYMKOBY
OIIHKY 710 39 OaiB (3a IIKAJO0I0 OI[iHIOBAHHS), MPOBOASATHCS OAATKOBI 1HAUBITyaIbHI
3aHATTS, 3a pe3yJbTaTaMH SKHX BHU3HAYAETHCSA, HACKIJIBKA TJIMOOKO 3aCBOEHUMU
Marepiall, Ta Y4 He0OX1IHE MTOBTOPHE BUBUEHHSI TUCITUTLIIHHU.

JIuciurIiny MOXHa BBaKAaTH TAaKOI0, 10 3aCBOEHA, SIKIIO 37100yBay:

1) 3Ha€:

— ICHYIOUM MEPEXHI CTaHAapTH Ta MPOTOKOIHM 3a0€3MedYeHHs] KOHIIACHIIIIHOCTI
Ta IIJIOCHOCTI;

— OCHOBHI MEPEKEB1 MPOTOKOJIM OE3MEeKH Ta aBTeHTUDIKAITIT

— OCHOBHI Mojien iH(opMaIiitHo1 6e3meKu;



— OCHOBU KpUNTOrpaiuHUX aJTOPUTMIB;

— BHUJIU Ta OCOOJIMBOCTI MO/JIEEe KOMIT FOTEPHUX CUCTEM Ta MEPEXK;

— 3aco0U ToNepe/KEHHS Ta BUBJICHHS MEPEKEBUX aTaK;

— METOJM 3aXHCTY BiJl aTaK B IPOTOBUX Ta O€3APOTOBUX MEpEKaX.

2) BMi€:

— pobuTtu BHOIp MPOTOKOJIB Ta MEPEKEBOTO OOJIaJIHAHHS, HEOOX1THOTO IS
3abe3reueHHs 1HQopMaIiitHOT O€3IeKH;

— pobuTHu BUOIp METOy IOCTYIY JI0 KaHAy Mepeiadl JaHuXx;

— CTBOPIOBATH BIpTyabHI MPUBATHI MEPEXKI;

— CTBOPIOBATH MEPEXKHI CEPBICH aBTeHTU(DIKAIIIT, aBTOpHU3AIl] Ta 00JIIKY

— BCTAQHOBJIIOBATH Ta HAJIAIITOBYBATH MEPEKEB1 EKPaHU;

— HAJAIITOBYBAaTH CUCTEVHU BUSBICHHS Ta 3a1100IraHHsl BTOPTHEHb;

— MONEPEKYBATH Ta 3aXUIIATH MEPEXK1 B1Jl HAHOUIBII MOIMIMPEHUX TUIIIB aTakK.

5 3aco0u IiarHOCTHKHU pe3yJabTATiB HABYAHHS

Jlnst BU3HA4YEHHSI PIBHIO 3aCBOEHHSA HABUYAJBLHOTO MaTepially 3acTOCOBYIOTHCS
HACTYMHI METOJIA KOHTPOJIIO:

- TIOTOYHE OMMUTYBAHHS Ha JICKIISX;

- OIIIHKHM 3a 3aXUCT JIA0OPaTOPHUX POOIT;

- MOAYJIbHUW TECTOBUMN KOHTPOJIb;

- 3alK.

JIst 1iarHOCTUKYM 3HAaHb BHKOPHUCTOBYETHCS MOIYJBHO-PEHTHHTOBAa CHCTEMa 3i
100-6anpHOIO MIKAJIOKO OIIHIOBAHHS.

6 IIporpamMa HaBYAJIBHOI IMCHUILTIHI

3micToBuit Mmoayas 1. Ilporokosu Tta 3acodm igeHTudikanii, apropusauii,
apTreHTH(diKanii Ta 00J1iKy MepekeBUX pecypcCiB.

Tema 1. Beryn

[lenTpanizoBaHe Ta pO3MOJIJIECHE yHOpaBIiHHA Mepexero. [Ipobiemu 110
BUHMKAIOTh MIPU CTBOPEHH1 KOMIT IOTEPHUX Mepex 1 cucteM. OcobimBocTi iHdopmartii,
0 TIEPEIAEThCA B cUcTeMax. ba3a 11 BUBYEHHS MHMCIUILUIIHU - OIEpalliifHl CHUCTEeM
Linux Tta FreeBSD. OcnoBHi mkepena iHdopmarii: cranmaptu [CTT/ITU,
pexoMenoBaHl crannaptd RFC, a Takox mokymeHTaIlis 10 MPOTPaMHHUX IMAaKETIB IO
BHUBYAIOTKCS. JlommoMiIXkHI pkepena iHdopmarlii B Mepexi [HTepHerT.

Tema 2. Tunu indopmanii Ta moaesi indopmauiiiHoi 0e3nexku

Kputepii ominku iHdopMariitHoi Oe3neku. Mojeni Oe3leKd KOMIT IOTEPHUX
cucteM. ManjaTHa, JUCKpEIiliHa Ta pOJIbOBA IMOJITUKU OE3MEKH KOMIT IOTEPHUX
cucreM. Knacudikamiss tumB iHpopmarllii. BusHaueHHsST HEOOXITHUX 3aXOMIIB s
3a0e3reueHHs] KOH(1ACHIIIHHOCTI TaHUX.

Tema 3. MepexeBi nporoko/im ineHTudikanii Ta aprenTudikamii

Mepexesi nporokonu: Kerberos, CHAP, PAP, RADIUS, DIAMETER, LDAP.
Cucremu AAA Ha ocHoBi npotokoiny RADIUS Ta ioro po3mupens. HanaromxkeHHns
cepBepy AAA Ha ocHOBI FreeRADIUS Tta PostgreSQL. Hanaromkenns cepeBepy Ha
ocHoBl FreeDIAMETER ta PostgreSQL. Hanaromxenus cepBepy AAA Ha OCHOBI
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nakery OpenLDAP. Meroauka nnanyBanns aepeBa LDAP. IIporoxkon SSL / TLS.
[lepeBaru 1 HeoOiKM aBTeHTH(iKALIT Ha p13HUX piBHIX Mozeini [SO / OSI.

Tema 4. IIpoToxkosu 6e3neKu.

[IpoTokonu oOMiHy Kirodamu. [IpoTokosnu 6e3 apOitpa. [IpoTokonu 3 apOiTpoMm.
Anroputmu 1udpoBoro mianucy. Cxemu ineHtudikarii. CreriagbHi alrOpUTMHU IS
IIPOTOKOJTIB.

3micToBuit MoayJib 2. CHCTEMH 3aXHCTY 00YHCIIOBATBHUX MEPeK

Tema NeS. 3aco0u 3axuCTy JTOKATBHUX Mepe:X NPH MiAKI0YeHHi 10 [HTepHeT

MixmepexeBi ekpanu (ME). Micue 1 pors ME B 3abe3nedenHi mepexeBoi
oesmekn. Knacudikamis ME. Bumorn go ME. OcCHOBHI MOXIMBOCTI Ta CXEMHU
posroptannss ME. IlepeBaru 1 nenoniku ME. [lobynoBa npasun ¢inbrparii. Metoau
MepexxeBuil Tpancisanii agpec (NAT). Ilnro3u piBHsS nomatkiB. Peanizaliisi MepexeBoi
MOJITUKY Oe3neku 3 BukopuctanHsaM ME. MeTtoau 00xony MiKMEPEKEBUX €KPAHIB.

Tema Ne 6. 3axmucr cepBepiB i poOouux cranmii. 3acodum Ta mMeroam
3ano00iraHHsl Ta BUSIBJICHHS BTOPTHEHb

Cucremu BusiBneHHs1 BToprHeHb (CBB). [Ipu3HadeHHs Ta MOXJIMBOCTI 3ac001B
BUSIBJICHHSI BTOPTHEHb HAa XOCTH, IMTPOTOKOJIHU 1 MEPEKeB1 Ciryk0u. Miciie 1 poJib 3ac001B
BUSBIICHHS BTOPTrHEHb B 3arajpHil cuUCTeMl 3a0e3MEYeHHS MEpPEeKHOi Oe3MneKu.
Knacudikamis COB. BusiBneHHst atTak Ha OCHOBI CUTHATyp aTak 1 BUSBJICHHS aHOMATii.
AyauT NpUKIagHUX clyKO0. 3aco0M BUSBICHHS BpAa3JIMBOCTEH MEPEXKEBUX CIIYXKO.
Cnocobu npotuaii BropraeHHsaM. Cuctemu BipryanbHuX nactok (Honey Pot 1 Padded

Cell).

3micToBuit Moay. b 3. MexaHizMu peaJiizamii aTaK Ta 3aXUCT BiJ HUX.

Tema Ne 7. MexanisMu peadizaunii atak B ApPOTOBHX Ta 0e3ApPOTOBHX
Mepexax

ATaku HampaBiieHl Ha niepepuBaHHs miakiatodeHHs. MITM artaku. OcoGnuBocTi
0e3pOTOBUX MEPEXK Ta aTaku Ha HUX. Pi3HOBMIM aTak Ha O€37pOTOBI Mepexki. ATakw,
CIPsIMOBaH1 Ha MEPEKEBY 1HOPACTPYKTYPY.

Tema Ne 8. 3axucr Bix aTak APOoTOBUX Ta 0€3APOTOBUX MEPEK

OCHOBHI 3ax0/AM Ui MONEPEHKEHHS BTOPTHEHb A0 APOTOBHUX Ta O€3ApOTOBHUX
MEpEeX Ta YCYHEHHS iX Bpa3JlMBOCTEH 10 arak. BusiBieHHs Ta Jiokaji3alis BTOPTHEHb J10
JIPOTOBUX Ta 0€3IPOTOBUX MEPEXK.

Tema Ne 9. Mexanizmu peaJiizaunii arak B mepexax TCP / IP

Tumm araxk B wmepexax TCP/IP. Araku, chnpsmoBaHi Ha BIMOBY B
obcnyropyBaHHi. Bignanene BuzHaueHHs Bepcii OC 3 BUKOPUCTAHHSIM OCOOJUBOCTEH
peamizauii crtexka mnpotokonie TCP / IP. Mertonu ckanyBaHHs mopTiB. Metoau
BUsIBIIEHHS makeTHUX cHigepa. VPN Ta ix BpasmuBocti. Meroaum o0xomy ME.
Imniepconartii Haocnin. ecunxponizaiis TCP-3'ennans.

Tema Nel0. 3axucr Bix atak B TCP/IP mepeskax

TexHi4HI 3aX0/11 3aXUCTY BiJ MepekeBuX aTak. Hemomku mpoTokosiB ciMeicTBa
TCP / 1P 3 Touku 30py 3abe3nedeHHs 6e3neku iHpopMalii.



7 CTpyKTypa HABYAJIbHOI TUCUMUILTIHA

KinbkicTb roguH ons AeHHOI
c¢phopmu HaBYaHHA

Ha3Bu 3micTtoBUX MoayniB i TeM o Y Tomy uucni
o
i) " .
o x © Q
o = = J
Moayas 1
3microBuiit moayJib 1. IIporokosn ta 3aco0u inenTudikanii, apropusaiii,
apTeHTH(diKalii Ta 00JIiKy MepesKeBHX PecypcCiB
1 Bceryn 6 2 4
2  Tunm indopmarii Ta Mmoaeni iHpopmamiiHO1 Oe3neKn 10 2 8
Mepexesi MIPOTOKOJIN ineHTudikarii Ta
3 aBTeHTH KA 24 4 4 16
4  Tlpotokonu Oe3NeKH. 10 2 8
Pa3om 3a 3micToBuUM Moay.aem 1 50 10 4 36
3micToBuit MoayJib 2. CHCTEMH 3aXHCTY 00YHCIIOBATBHUX MEPeK
5 3acobu 3aXHUCTY JOKAJIbHUX MEPEX MPH MIAKIYEHHI 29 4 4 14
Jo [ntepner
6 3axucT cepBepiB 1 poOOUMX CTaHLiNi. 3ac00HM Ta METOIU 2 6 4 16
3ano0iraHHs Ta BUSBJICHHS BTOPTHEHb
Pa3om 3a 3micToBHM MojayJieM 2 48 10 8 30
3micToBuit Moay. b 3. MexaHizMu peaJjiizamlii aTaK Ta 3aXUCT BiJ HUX.
MexaHi3Mu  peamizainii aTtak B JpPOTOBUX  Ta
7 0e31pOTOBHUX Mepexkax 12 4 8
8 3axwucT BiJ aTak IPOTOBUX Ta 0€3POTOBUX MEpPEk 8 4 4 10
9 Mexani3mu peaizariii arak B mepexxax TCP / IP 13 6 7
10 3axucr Big atak B TCP/IP mepexax 19 6 4 9
Pa3om 3a 3micToBUM Moay.siem 3 52 20 8 24
YCcboro roguH 3a AMCUMILIIHY 150 30 20 100
8 Temmu JadopaTOpHUX 3aHATH
Ne KiabkicTn
Hassa Tremu
3/m TOAUH
1 ITpoTokonu ayrentudikauii Ha TpanciopTHOMY piBHi. [IpoTokon SSL/ TLS 4
CTBOpeHHS BipTyalbHOT MpUBaTHOT Mepexi Ha 6a3i PPTP cepsepa PPTPd
2 | HamamryBanus aBreHTH(]iKalii, aBropu3ailii Ta o01iky VPN kopuctyBauiB 3a 4
nornomororo RADIUS cepsepa FreeRADIUS, 3 BukopucTaHHsIM MOTYJIs
3 HanamryBanHs = MepekeBOro €KpaHy Ta BUKOPUCTaHHA  Horo  Juis 4
TIOTIEPEHKCHHS aTakK.
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4 | Cucrema BUSBIECHHS BTOPTHEHbB Ta il HaJaIITyBaHHS 4
5 HanamryBanus HTTP-nipokci cepBepa Squid asst BUAUIEHHST JOCTYNy 110 BeO 4
pecypciB
Pazom 20
9 Camocriiina po6ora
Ne KinbkicTs
HasBa Tremu
3/m roaMH
Cemectp 8
1 | 3acBO€HHS JEKIIHHOTO MaTepiary 16
2 | [ligrotoBka a0 1a6OpaTOpHUX POOIT 16
3 | IliazroroBka 3BiTiB 110 1a0OPATOPHUM POOOTAM 16
4 | PoboTa3 METOAMYHMMH BKa3iBKaMH, OCHOBHOIO Ta JJOJATKOBOIO JIITEPATYPOIO 16
CaMocTiifHe BUBUYCHHS HA OCHOBI HABYAJILHOI JIITEPATypy HACTYITHUX IMUTAHb:
5 a) 0COOJIMBOCTI HAJIAIITYBaHHS CUCTEMHU BUSIBJICHHSI BTOPTHEHb, 18
0) MepesKeBi MPOTOKOJIHM aBTEHTHU(IKAIIIT
6 | Bukonanus PI'P 18
Pazom 100

10 ImpuBigyaabHi 3aBIaHHS

PoGounM mmaHoM mependadeHO BUKOHAHHS JlabopaTopHux poOiT. JlokimagHa
iHdopMarlis 1moa0 3MICTy, BapiaHTIB 3aBllaHb, MOPSAAKY OGOPMIICHHS Ta 3aXUCTy
naboparopuux poOir Mictuthess B [14.1]. Takox mepenbadyeHO BHUKOHAHHS
IHAUBIAYyaIbHUX 3aBJaHb 3 JUCLUUIUIIHUA Y BUIJIAII PO3paxyHKOBO-TpadiuHOI poOOTH
(PI'P). Konkperna wmera PI'P, 3anexxHo Bim BapiaHTy 3aBjJaHHS, TOJISITaE Y
HaJalITYyBaHHI CHUCTEM 3axXUCTy JI BIPTyaJIbHOIO CepBepa IMEBHOIO MPU3HAYEHHS.
Bukonanns, opopmiiennst ta 3axuct PI'P 3pilicHIoeThCs 3100yBaueM BHUINOI OCBITU B
1HAUBITyaAIbHOMY MOPSAJAKY BIAMOBIIHO 10 METOJUYHUX PEKOMEHIAIIIN.

HNoxnamna iHdopmManis npo PI'P wmictutees B [14.2]. @opMHu KOHTPOJO Ta
omiHroBanHsg BukoHaHus PI'P naBeneni B Ta0auiil.

Bua po6orn ®opma KOHTPOJIIO Kinpkicrs 6anis
Buxonanns iHauBinyanpHoro | 1. BiamoBigHICT yMOBaM 3aBIaHHS 0... 2
3aBIaHHA BIJIIOBIIHO Io
BapiaHTa
ITosicHroBanbHA 3amKcKa 1. OGrpyHTOBaHICTh PillICHb 0... 2

2. [TocunanHs Ha MepIIopKepena 0... 2

3. BignoBigHicTh 0()OpPMIICHHS] BHMOTaM 0... 2

4., CoeyacHicTb 31a4i 0... 2
3axuct PI'P CaMocTiiiHICTh BUKOHAHHS (BIIOBII Ha 0... 10

3anuTaHHs)

Pa3zom 0... 20
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11 MeToan KOHTPOJIIO

OriHOBaHHS 3HaHb 3700yBayiB 3A1MCHIOETHCS BIAMOBIAHO 70 «Il0JI0YKEHHS TIpo
OTOYHE Ta MiJICYMKOBE OIIIHIOBaHHS 3HAHb 3/100YBaYiB BUINOi OCBiTH HallioHAJIBLHOTO
VHIBEpCUTETY «YEPHITBCHKA MOTITEXHIKAY.

[ToniTika MOTpUMaHHS aKajgeMIYHOI JOOpPOYECHOCTI IpyHTyeThcs Ha «Komekci
akajieMiuyHoi  jo0OpodecHocTi  HarrioHanbHOro  yHiBepcutery  «YepHiriBcbka
HOJIITEXHIKaMY.

3 nmucruiuiiHa 3700yBad Moke HaOpatn 10 80% TiJICYMKOBOI OIIIHKH 3a
BHKOHAHHS BCIX BHIIB pOOIT, IO BUKOHYIOTHCA IPOTAToM cemectpy 1 g0 20%
M1JICYMKOBOI OLIIHKHM — Ha Iu(depeHIIiioBaHOMY 3alliKYy.

BukoHaHHsT Ta OCOOMCTHI 3aXUCT yCiX 1a00OpaTOpHUX pPOOIT, 3a3HAYCHUX Y
poOoulii HaBYaIBHINA TIporpamMi 3 AUCHUIUIIHM, € 000B’s13k0BUM. [lOTOYHUN KOHTPOIB
MIPOBOJIUTHCA LUISIXOM CIIJIKYBaHHS 13 3100yBayaMu I1]1 Yac JIEKI[1I Ta KOHCYJIbTalli Ta
ONMUTYBaHb 3700yBaviB ITiJ] 4ac 3aXUCTYy JJabopaTopHuX pooiT [14.1] Ta PI'P [14.2].

Pe3ynpTaT MOTOYHOrO KOHTPOJIO 3a BIAMOBIIHUNA MOJYJIb OTPUIIIOIHIOIOTHCS
BUKJIa/Iaue€M Ha HACTYITHOMY ayJIUTOpHOMY 3aHsATTI. banu, siki HabpaHi 3700yBadyeM i
4ac MOJIYJIbBHUX KOHTPOJIIB, CKJIAJIal0Th OI[IHKY MOTOYHOTO KOHTPOJIIO.

JudepeniifioBani 3aliKu CKJIQIalOThCs 3700yBadaMu BIJMOBIIHO J0 PO3KIIALY,
SIKAW JTOBOJUTHCS JI0 BUKJIQAadiB 1 3700yBadiB HE Mi3HIIIE, HIXK 32 THXKACHB JI0 TTOYATKY
3aJIIKOBOTO THIKHSL.

CemMecTpoBUl KOHTPOJb y BHUIJISAI 3a71iKy MPOBOJIUTHCS HA OCTAHHBOMY THKHI
HaBYAJIIBHOTO ceMecTpy (3aJIKOBUM TWXKIEHB) 3 TpboMa 3anuTaHHsMH. OIllHKa 3a
pe3ynbTaTaMu BHUBUYCHHS IHUCHUILIIHA (DOPMYETHCS IUIIXOM JOJABAaHHS TiACYMKOBHUX
pe3yJabTaTiB MOTOYHOT'O0 KOHTPOJIIO 10 3aJ1IKOBOI OIiHKH. T1 3100yBayi, siki HE BUKOHAIH
BC1 000B’SI3KOB1 BUJIM POOIT Ta 3a pe3yJibTaTaMu poOOTH B ceMecTpi HaOpanu meHiie 40
OaJliB, MalOTh MPOUTH MOBTOPHUUA KypC BHUBUEHHS JUCUHUIUIIHU. B3aeMO3B’s30Kk MIXK
HaOpaHuMU OajlaMu 1 OI[IHKOIO HaBeIeHUI y po3aut 12.

Skmo BiANMOBIAP TOBHA 1 3MICT BIAMOBIAI 3J00yBaya ITOBHICTIO BIJIOBIIA€E
CYTHOCTI1 TIOCTaBJICHUX 3alUTaHb, MOXHa oTpuMath Bix 17 go 20 OGamis. B Tomy
BUITAJIKY, KOJIM 37100yBay BIAMOBIAa€E 6€3 rpyOMX MOMMIIOK, MOXKHA OTpUMAaTH Bif 12 10
16 GamiB. SIkmio mpu BIAMOBiAL 3100yBad JOMycKae rpy0l MOMMIIKH, 1 BCl 3alIUTaHHS
BUpIIIIEHI MEHIN, HDK Ha TOJIOBUHY, MOXHa OTpuMatu Bijg 8 g0 12 OGamiB. 3a He
BIIMOBIIb X0Uua O HA OJTHE 3alIUTAaHHS, HE MOXKHA OTpUMATH OLIbIIe 8 OaliB.

Skmo 3m00yBay BUKOHAB BCl BHJAM POOIT MPOTITOM CEMECTpPY Ta HaOpaB He
MeHiue 60 OaniB, TO BiH, 32 Oa)KaHHAM, MOXKE 3aJIMILINTA HAOpaHy KIUJIbKICTh OanliB sIK
M1JICYMKOBY OLIIHKY 1 HE CKJIaJIaTH 3aJIiK.

B BUnaaxy moBTOPHOTO CKJIaJIaHHS 3aJIiKy BCl HaOpaHi MPOTATOM ceMecTpy Oanu
aHYJIIOIOTHCS, a TMOBTOPHHWM 3alliK CKJIAJA€ThCS 3 TphoMa NUTaHHSAMH. [IuTaHHS 1O
3alliKy 3HaxoasaThea y [16.1]. ¥V Bunaaxy, sKiio 3100yBad MpoTsIroM CEMECTPY HE BUKOHAB B
MOBHOMY 00cs131 nepedaueHnx poOOYOr0 MPOrpamMor0 BCIX BB HABUAJIBLHOI pOOOTH, Ma€e
HEBIMPAIhOBaHi JlabopaTopHi podoTr ab0 He HaOpaB MIHIMATIBHO HEOOXIHY KUTBKICTh OasTiB
(40), BIH HE JIOITYCKAETHCS JI0 CKIQMAHHS 3alliKy ITij] Yac 3aJIKOBOIO TIDKHS, ajieé Ma€ IpaBo
JIKBITyBaTH aKaJIeMIuHy 3a00proBaHICTh y MOPSAAKY, nependaueHoMy «lloioeHHsIM po
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IIOTOYHE Ta IIJICYMKOBE OIIIHIOBAaHHS 3HAaHb 300yBayiB BUIOI ocBiTH HaloHaJabHOTrO

VHIBEpCUTETY «YEPHITBCHKA MOTITEXHIKAY.

[ToBTOpHE CcKIadgaHHS 3ajdiKy 3 METOK IMJIBUIICHHS TMO3WTHUBHOI OIIIHKM HE
JIO3BOJISIETHCS.

12 Po3noain 6amaiB, siKi OTPUMYIOTH CTYI€HTH

IToTOYHMIT KOHTPOJIb 32 MOYJISIMU

Moayab 32 TeMATHYHUM TJIAHOM JUCIUIUIIHA Ta ()OpPMa KOHTPOJTIO Kig;’;ii;“’
3micTtoBuii MmoayJib 1. Ilporokosu Ta 3acodu inenTudikauii, aBropusaitii, 0... 30
aBTeHTH(iKanil Ta 00J1iKy MepeKeBHX pecypciB
1 TloBHoTa BelEHHS KOHCIIEKTIB 3aHSTH 0... 5
2 BiacyTHICTH NPOIYCKIB 3aHATH 0... 5
3 Pe3ynbTaTu 3aXHCTy J1a00PaTOPHUX POOIT 0... 20
3micToBuii Moayb 2. CHCTEeMH 3aXMCTy 004YHMCIIOBAILHAX MEPeK 0... 30
1 TloBHoTa BenEHHS KOHCIIEKTIB 3aHSThH 0... 5
2 BiacyTHICTH NPOIYCKIB 3aHATH 0... 5
3 Pe3ynbTaTu 3aXHCTy J1a00OPaTOPHUX POOIT 0... 20
3micToBuii Moy b 3. MexaHizmu peasi3zanii aTak Ta 3aXHCT BiJ HUX. 0... 30
1 TloBHoTa BenEeHHS KOHCIIEKTIB 3aHSTH 0... 5
2 BiacyTHICTH NPOIYCKIB 3aHATH 0... 5
3 Pesymbratn 3aXucTy 1aGOPATOPHUX POOIT 0... 20
[TincymMKoBHiA MOYTBHUN KOHTPOJIb
MoayJib 32 TEeMATHYHHM INIAHOM AUCHHUILIIHM TA BUJ KOHTPOJIIO Kig;’;i;“’
3micToBuii Mmoayb 1 0... 60
1 Tecrosa MoaysbHa KOHTpOJIBHA pOGOTA 0... 30
2 Pe3ynbTaT MOTOYHOTO KOHTPOIIKO 0... 30
3micToBui MOAYJIb 2 0... 60
1 Tecrosa MmonymnbHa KOHTpOIBHA POGOTA 0... 30
2 Pe3ynbTaT MOTOYHOTO KOHTPOIIKO 0... 30
3micToBHii MOaYJIb 3 0... 60
1 Tecrosa monynbHA KOHTpONBHA poGOTA 0... 30
2 Pe3ynbTaT MOTOYHOTO KOHTPOIIKO 0... 30
3BakeHa MOAYJIbHA OLIHKA 0... 60
Ouninka 3a PI'P 0... 20
CemecTpoBa OLIHKA MOTOYHOT0 KOHTPOJIIO 0... 80
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IIkana oninroBanusa: HanioHaabHa Ta ECTS

Cyma 0aJtiB 3a OuiHka 3a HaAiIOHAJIBLHOIO IIKAJI0I0
BCi BHIM Ominka | 1.9 exsameny, KypcoBoi IS 3AJTKY
H?Bqa“"m’:‘. ECTS | podorn, andepenniiioBanoro
AiIIBLHOCTI 3aiKy
90 - 100 A BIZIMIHHO
82-89 B
75-81 C Aobpe 3apaxoBaHO
66-74 D )
60-65 e 3a10BIJIBEHO
HE 3apax0BaHoO 3
0-59 £X HE3aJIOBIJILHO 3 MOKJIMBICTIO MOJKJIMBICTIO
MOBTOPHOT'O CKJIaaHHSI IOBTOPHOTO
CKJIaJJaHHsI

13 IncTpymeHTH, 00J1aJHAHHS TA MPOrpamMHe 3a0e3NneYeHHsl, BUKOPUCTAHHSA SIKHX

nepeadavyac HAaB4YAJIbLHA TUCHMILIIHA

Jlexmifinuii Martepiall TOMAEThCSA Y BUIJISAAI IPE3CHTAId 3a JOIMOMOIroK Meia-

npoektopa. I[lim wac ek aHami3yloThCcsl TPOOJIEMHI CHUTYyallii, OpraHi3yeThCs
3BOPOTHUM 3B'SI30K 3 ayJUTOPIEI0 MNUITXOM (QOPMYJIOBAHHS 3alUTaHb 1 CTUCIIHX
BIIMOBiIEH 3 000X CTOPIH.

Oco0MBICTIO BUKOHAHHS JIaDOpAaTOpPHUX POOIT € 3aCTOCYBaHHS MPHUKIIATHOTO

MPOTPAMHOTO0 3a0e3NeYeHHs HaBYaIbHUX JIa0OpaTopiil 3 MepeKeBUM 00JIaTHAHHSIM.

14 Metoauune 3a0e3ne4eHH

1. CucreMu 3axucTy OOUMCIIOBAILHUX MEpeX. MeToauuHi BKa3iBKU J0 BUKOHAHHS

nabopaTOpHUX POOIT A CTYIAEHTIB cneniaibHocTl 121 «IHkeHepiss mporpaMHoOro
3abe3neueHHs». — Yepnirie: YHTY, 2019. — 34 c. — Enekrponni nansi. — Pexum
noctymy: http://eln.stu.cn.ua/course/view.php?id=1106, oOmexeHuit. — 3arojJoBoK 3
EKpaHy.

CucreMu 3axuCTy OOUYHCIIOBAILHUX MepeX. MeTonuyHI BKa3iBKU JI0 BHKOHAHHSI
PO3paxyHKOBO-TpaiuHOI Ta caMOCTIHHOT POOOTH I CTYACHTIB criemiaibHoCTI 121
«Imxkenepis mporpamHoro 3abesneueHHs». — Yepnirie: YHTY — 2019. — 11 c. —
Enexrponni JTaHHI. — Pexum JOCTYIY:
http://eln.stu.cn.ua/course/view.php?1d=1106, oomexeHuii. — 3aroJ0BOK 3 €KpaHy.

15 PexomeHmpoBaHa JiTepaTtypa

basoBa
1. bypstuok B.JI. TexHomorii 3abe3nedeHHs Oe3MEKH MepexkeBoi 1H(pacTpyk-

TYpH. [[linpyunuk]/B.JL.bypsiuok, A.O.AnocoB, B.B.Cemro, B.FO.Coxkoinos,
II.M.Cknaganauii. —K.:KVYBI', 2019. — 218c.
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2. 3axuct 1H(popMallii B KOMI'IOTEPHUX CUCTEMaxX Ta MEpeXax : HaB4. MOCIOHUK /

C. T'. CemenoB [Ta 1H.] ; Ham. Texn. yH-T "XapkiB. nmomitexH. iH-T". — XapkiB : HTY
"XIII", 2014. — 251 c.
3. Ilpuknagna KPHUIITOJIOTISl: CUCTEMU mdpyBanus: nigpyunuk/ O.I.

Kopuenko, B.I1. Cixzenxko, FO.O. [dpetic.—K.:[IYVT,2014. —448c.:i.

4. Opranizailisi KOMII't0OTepHUX Mepex [EnexTpoHHuil pecypc]: miApy4YHHK: AJis
CTY/I.CTICI1aIbHOCTI 121 «IlmxeHepiss ~ mporpaMHOro  3a0e3ledyeHHs»  Ta
122«Komm’torepri  Haykw»/ KIII im. Iropss Cikopcekoro; HO.A. TapHaBchbkuid,
[.M.Ky3emenko. —KuiB : KIII im. Iropst Cikopcrkoro, 2018. —259c.

5. Texnomorii 3axucTy iH(MOpMaIli: MIAPYyYHUK IS CTyH. CcHemiaibHOCTI 122
«Komm’rotepHi  Haykwm», cremiam3amiii «[HbopmariitHi  TeXHOJIOTIT MOHITOPUHTY
TOBKULIs», «['eomerpuune momenmoBaHHS B iHGopmamiitHuX cucremax» / 0. A.
Tapnascbkuii; KIII im. Iropst Cikopcskoro. —KwuiB : KIII im. Iropst Cikopebkoro, 2018. —
162c.

6. bypos E. Komn'torepni mepexi. — JIbBiB, baK, 2003, — 584 c.

JlonmomizkHa
1. €. M.YepHuxiBcbkuil. MaTemMaTH4HE MOJCITIOBAHHS TEJICKOMYHIKAIIIHHUX CHCTEM Ta
Mepex. HaBu. nmociOnuk.: JIbBiB.: BunaBuuirBo JIbBiBCbKOT momiTexHiku, 2011 p.: 280
C.: L.
2. I'mob6a JI.C. MaTtematuyHi OCHOBH MOOYZ0BH 1H()OPMAIIHHO-TEIEKOMYHIKAI[ITHIX
cucreM.: HaBu. mocionuk.: Kuis.: Hopita-muttoc., 2007 p.: 360 c.: 1.

16 EaextponHi indopmaniiini pecypcu

1. Cucrema paucranuiiiHoro HaBuanHs HY «YepHiriBcbka mnomitexHikay. Kypc:
Cucremn 3axuCTy OOUMCIIOBaIBHMX Mepex. — [Enexrponnuii pecypc]. — Pexum
noctymy : https://eln.stu.cn.ua/course/view.php?id=1106

2. Cisco network academy. — [EnextponHmii pecypc]. — Pexum mgocrymy
https://netacad.com

3. Mikrotik routers and wireless. — [Enektponnuii pecypc]. — Pexum mocrymy :
https://mikrotik.com

4. RFC 2411 — IP Security Document Roadmap. — [Enextponnuii pecypc]. — Pesxxum
nocrtymy : https://tools.ietf.org/html/rfc2411

5. RFC 6071 — IP Security(IPSec). — [Enexkrponnmuii pecypc]. — Pexxum noctymy :
https://tools.ietf.org/html/rfc6071
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