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Abstract

Network defending technology software (VB 22)
2021/2022 Sem.2

Course Description

The purpose of discipline " Network defending technology software" is a theoretical and
practical training in activities related to the construction of secure networked automated
systems, as well as teaching the principles and methods of information security in
computer networks.

The tasks of the course:

« study of typical security threats in computer networks; teaching and
cryptographic software and hardware methods of information security in computer
networks;

» acquisition of skills setup and operation of the means of ensuring security in
computer networks;

 mastery of tools and methods to design and build a secure network of automated
systems;

* mastery of tools and methods to detect and neutralize attempts to breach security
In computer networks.

As the result of mastering the discipline a student should:

Know:
tools and methods of storage and transmission of authentication information;
mechanisms for implementing attacks in network TCP / IP;
basic protocols to identify and authenticate subscribers;
defense mechanisms and tools to ensure network security;
tools and methods of prevention and intrusion detection.

Learning outcomes:
e formulate and configure security policy major operating systems, and local
area computer networks built based on them;
e use secure protocols, firewalls, and intrusion detection tools to protect
information networks;
e implement measures against violation of network security using various
software and hardware protection.



1 Onuc HABYAJBHOI JUCIHHUILIIHA

HaiiMenyBanms I'any3b 3HaHb, HAIPSAM XapaKTprCTHKa .
HOKag;’HKiB NiArOTOBKH, 0CBITHBO- HABYAJBHOI TUCHMILIIHH
KBaJiikaniiinuii piBeHb AenHa (opMa HABYAHHSA
[Namy3p 3HaHB
Kt - 12 «Ingpopmayitini BuGi
UTBKICTh KPEJIUTIB — MEXHOR02iDy ubipkosa
MopyiiB — 5 Pik miaAroroBku:
3MiICTOBHX MOAYJB — 4 ) ) 4-i
T —— CnemanbHICTD:
Y i 121 «Inoscenepis
HAyKOBO-JIOCIITHE Cemectp
NPOCPAMHO20

3aBJIaHHS

— 3a0e3neuenHs» »
3aranpHa KUTBKICTh 8-
roauH — 150 Jlekmii

30 rox.
JlabopaTopHi
TuXHEBUX TOANH: 20 rox
ayJIMTOPHUX — D; OcBiTHBO-KBaMiiKAIITHUT v
o . . : CamocriitHa pooora
caMoCTiitHOi poOOTH 1 PIBEHb:
1HJIUB1 Ty QJIBHOT baxanasp 100 ron.
crynedTa — 10
Buja koHTpOII0:
3aiik

Ipumirka.
CHiBBITHOIIEHHS]  KUIBKOCTI TOJMH  AyJUTOPHUX 3aHATH JIO CAMOCTIMHOI 1
IHIUBITyaIbHOI pOOOTH cTaHOBUTH 50:100=1:2.

[lepemyMoBOIO Jyisi BUBYEHHSI JUCHUIUIIHM € YCIIIIHE 3aCBOEHHS JAUCIUILIIH
“Onepayiuni cucmemu”, “Apximekmypa Komn tomeprux mepedxc”, “IIpoepamno-
anapammi 3acobu nepcoHAIbHUX KOMN tomepie” Ta 3100y Tl Taki pe3ynbTaTH HaBYaAHHS,
SK BMIHHSI CKJIaJlaTy Tiporpamu MoBoro C, 3HaHHS anapaTHUX Ta MPOTpaMHUX 3aco0iB
KOMII’ FOTEPHUX MEPEXK.

JlucumriiHa MOXe BHMKOPHUCTOBYBAaTHCS MiJ 4Yac MIATOTOBKH  BHITYCKHOT
kBamidikariitHoi poboTu 6akagaBpa 3a BiMOBITHOIO TEMOIO.



2 Mera Ta 3aBIaHHA HABYAJILHOI AUCHMILIIHA

Metorw BUKIaAaHHA HaBUYaJIbHOI MUCHUILIIHU ‘“‘IIpocpamui 3acobu mepediceux
mexHoI02iil” € 3aKpIIJICHHST Ta PO3BUTOK (haxOBUX KOMIIETEHTHOCTEW OakajaBpa B
ranysi 3HaHb 12 — Ingpopmayitini mexronoeii 13 3aCTOCyBaHHS y OpraHizallii Ta 3aXHCTy
KOMIT' FOTEPHUX MEPEXK. 30Kpema, 11€e:

— 3KI1. 3gaTHicTh 70 aOCTPAKTHOTO MUCJICHHS, aHATI3y Ta CUHTE3Y.

— 3K2. 37aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYAITisX.

— 3KS. 31aTHICTh BUMTHUCS 1 OBOJIOAIBATH CyYaCHUMHU 3HAHHSIMU.

— 3K6. 3matHicTh 0 MOILIYKY, OOpOOJICHHS Ta aHamizy iHopMallii 3 pi3HUX
JoKeped.

— 3K13. 3gaTHICTH MpaIfoBaT B MIXKHAPOTHOMY KOHTEKCTI.

— ®KI17. 3patHicTh pO3pOOIATH apXITEKTypH, MOJYJ Ta KOMIIOHEHTH
IPOrPAMHUX CHUCTEM.

— ®K19. 3parHicTe a0TpUMyBATHUCS crenudikaiiidi, CTaHIapTIB, IpaBUI 1
peKOMeH Al B podeciifHii rary3i Mpu peaizallii IpoleciB >KUTTEBOTO IUKITY.

— ®K20. 3patHicTh aHaNI3yBaTH, BUOMpATH 1 3aCTOCOBYBAaTM METOAM 1 3aco0u
115 3a0e3neyeHHs iHGopMaIliifHOi 0e3neKH (B TOMY YKCIl KiOepOe3neKkn)

— ®K21. BononinHs 3HaHHAMH Tpo 1HQOpMaIIiHI MOJENl JaHUX, 37aTHICTh
CTBOPIOBATH MpOTpaMHe 3a0e3eueHHs [y 30epiranHts, BUI00yBaHHS Ta ONpPaIfOBaHHS
JAHUX.

— ®K24. 3patHICTh HaKOIMYYBATH, OOPOOJIATH Ta CUCTEMAaTU3yBaTH MpodeciitHi
3HAHHS M[OJI0 CTBOPEHHS 1 CYNMPOBOHKEHHS MPOTPAMHOTO 3a0€3MeUeHHsI Ta BU3HAHHS
BYKJIMBOCTI HABYAHHS TIPOTATOM BCHOTO JKHTTS.

—  ®K27. 3paTHicTh OOIpYHTOBAaHO OOMpATH Ta OCBOIOBATH 1HCTPYMEHTapid 3
PO3pOOKHU Ta CYMPOBOIKEHHS MTPOTPAMHOTO 3a0€3MEYECHHS.

— ®K28. 31aTHICTh 10 aATOPUTMIYHOTO Ta JIOTIYHOTO MUCIICHHS.

3 OuikyBaHi pe3yJIbTaTH HABYAHHS 3 JUCHUILIIHU

Hapuanpna muctumiina “Ilpoepamui 3acobu mepedicesux mexHono02itl” Mae
JOTIOMOT'TH c(POPMYyBaTH HACTYIMHI MPOTPaMHI pe3yIbTaTH HABYAHHS:

— [IIPO1. AmnamizyBaTH, UIJIECOPSIMOBAaHO LIYKaTH 1 BHOMpATH HEOOXIAHI JIs
BUpIIIEHHST NMpodeciiHuX 3aBAaHb 1HPOPMALIMHO-TOBIAHUKOBI PECYpCH 1 3HAHHS 3
ypaxyBaHHSM CYYaCHHX JOCSITHCHb HAYKH 1 TEXHIKH.

— [IIPO4. 3Hatu 1 3actocoByBaTH MpodeciiiHi CTaHIApPTH 1 1HIII HOPMATUBHO-
MPaBOBI JJOKYMEHTH B TajTy3l IHKEHEepii MpOrpaMHOro 3a0e3MmeyeHHs.

— [IP15.MotuBoBaHO OOMpaTH MOBU MPOTPAMyBaHHS Ta TEXHOJOTIi PO3POOKHU
JUTSI pO3B'sI3aHHS 3aBJaHb CTBOPEHHS 1 CYITPOBOJIKEHHS MTPOTPAMHOTO 3a0€3MEeUeHHH.

— [IIP18. 3natu Ta BMITH 3aCTOCOBYBAaTH 1H(OpPMAILIHI TEXHOJOTIi 00pOOKH,
30epiraHHs Ta nepeaadi JaHuX.

— [IIP21.3naru, anamizyBaTu, BUOUpATH, KBaTi(PiKOBAHO 3aCTOCOBYBATH 3aco0Ou
3a0e3nedeHHs 1HpoOpMaIiiftHOI Oe3neku (B TOMYy 4YHCHI KiOepOe3meKku) 1 HUTICHOCTI
JAHUX BIUAMOBIMHO JO PO3B'S3yBaHUX NPHUKIAAHUX 3aBAaHb Ta CTBOPIOBAHMX



MIPOrPaMHUX CHUCTEM.

ITicist BUBYEHHS JUCLMILUIIHU CTYACHTH NIOBMHHI 3HATH !

— MexaHi3Mu peainisanii atak B mepexkax TCP/IP;

— OCHOBHI NPOTOKOJIY 1eHTU]IKAIT 1 aBTeHTU]IKAIlT aOOHEHTIB MEPEXKi;

— 3aXHCHI MEXaHI3MU Ta 3aco0u 3a0e3lmeueHHs] MepeKeBOi Oe3nekH; 3acodu Ta
METO/IY 3ar00iraHHs Ta BUSBJICHHS BTOPTHEHD;

— aNropuUTMHU Ta PPEVMBOPKU J1JIsl CTBOPEHHS 3aXUILEHUX MEPEKEBUX TOAATKIB.

VY pe3ynbTaTi OnaHyBaHHS HaBYAJIbHOIO JUCLUILIIHOK CTYACHTH OBUHHI BMIiTH !

— (opMyTIOBaTH 1 HAJIAMITOBYBAaTH MOJITHKY O€3MEKM OCHOBHUX OTEpAIlifHIX
CHCTEM, a TAKOK JIOKAJIbHUX KOMIT'FOTEPHUX MEPEK, MOOYJOBaHUX Ha iX OCHOBI;

— 3aCTOCOBYBATH 3aXUIICHI MPOTOKOJIM, MIKMEPEKEB1 €KpaHH 1 3aCOO0M BUSBIICHHS
BTOPTHEHB JIJISl 3aXUCTY 1HPOpMaILIli B MEPEKaX;

— 3/1MCHIOBATH  3aXOAU NPOTHAIl MOPYLIEHHSM MEpekeBoi Oe3meku 3
BUKOPHUCTAHHSM PI3HUX MPOTPAMHUX 1 arlapaTHUX 3ac001B 3aXUCTY;

— CTBOPIOBATH 3aXUIIEHI MEPEKEBI TOAATKY;

— CTBOPIOBATH MEPEKHI CEPBICH aBTEHTH(IKallll, aBTOPU3ALIL] Ta OOJIIKY.

4 Kpurepii oniHIOBAHHS Pe3yJ/IbTATIB HABYaHHS

3 TUMU CTYJACHTaMH, SIKi O MPOBEACHHS MiJCYMKOBOTO CEMECTPOBOTO KOHTPOJIIO
HE BCTHUIJIM BHUKOHATH BCl OOOB’SI3KOBI BHUJIM POOIT Ta MarOTh MiJCYMKOBY OIIIHKY
menmie 40 OamiB (3a MIKAJOK OIIIHIOBAHHS), TMPOBOISTHCA JOJATKOBI 1HIUBITyalIbHI
3aHATTS, 3a pe3yJibTaTaMM SKUX BHU3HAYAETHCSA, HACKIIBKA TIUOOKO 3aCBOEHUU
Marepiall, Ta Y1 HeoOX1IHE MMOBTOPHE BUBUYCHHS JUCIMILTIHH.

JlucrumuiiHy MOXHa BBa)KaTH TaKOIO, [0 3aCBOEHA, AKIIIO CTY/ICHT:

1) 3nae:

— MeXaHI3MHU peanizarii atak B Mepexax TCP / IP;

— OCHOBHI IPOTOKOJIH 1IeHTU(]iKaIT 1 aBTeHTH(IKAIlIT A0OHEHTIB MEPEXKI;

— 3aXMCHI MEXaHI3MU Ta 3ac00u 3a0e3MmeueHHsT MEepPEeKeBOi OE3MeKH;

— 3aco0u Ta METOJIY 3ano0IraHHs Ta BUSBJICHHS BTOPTHEHb

— aIropuTMU Ta (PpeHMBOPKH JJIsl CTBOPSHHS 3aXUIIICHUX MEPEKEBUX JTOATKIB.

2) emie:

— (opmynroBaTH 1 HANAIMTOBYBATH TOJITUKY OE3MEKM OCHOBHHUX OTMEpalliifHUX
CUCTEM, a TAKOXK JIOKATHbHUX KOMI'TOTEPHUX MEPEXK, MOOYTOBAHUX HA X OCHOBI;

— 3aCTOCOBYBAaTH 3aXHMUIEHI MPOTOKOJIM, MIKMEPEKEBl €KpaHU 1 3acolu
BUSBJICHHS] BTOPTHEHb JJIs1 3aXUCTY 1HGOpMAILIil B MEPEkKaX;

— CTBOPIOBATH 3aXUIICHI MEPEKEB1 TOAATKY;

— 3AIMCHIOBaTH 3aXOJM TPOTUAIl TMOPYHIEHHAM MEPEeXKeBoi Oe3meku 3
BUKOPUCTAHHSM PI3HUX MPOTPAMHUX 1 arapaTHUX 3ac00iB 3aXUCTY.

5 3aco0u IiarHOCTHUKH pe3yJabTATiB HABYAHHS

JUis BU3HA4YEHHsS PIBHIO 3aCBOEHHS HABYAJIBHOTO MaTepialy 3aCTOCOBYIOTHCS
HACTYITHI METOJIU KOHTPOJIIO:
- TIOTOYHE OMHUTYBAaHHS Ha JICKIIISX;



- OIIIHKH 32 3aXHCT JabOpaTOpHUX POOIT;

- MOJYJIbHUM T€CTOBUN KOHTPOJIb;

- 3aJiK.

JIist A1arHOCTUKKM 3HAaHb BUKOPUCTOBYETHCS MOAYJIBHO-PEUTHHIOBa CHUCTEMA 31
100-0apHOO IIKAJIOK OI[IHIOBAHHS.

6. Ilporpama HaBYAJILHOI JUCHUILIIHA

3micToBHMI MoayJb 1. TumoBi 3arpo3u Mepe:keBiil Oe3neni

Tema Ne 1. Mepe:keBi aTaku

Cramii mpoBemeHHs MepekeBoi araku. Kimacudikamii MepexeBux 3arpos,
Bpa3aMBOCTEN 1 aTak. ATakM Ha peali3aiii MepeKeBUX MPOTOKOJIIB, OKpEMI BY3JIH Ta
ciy0u. OCHOBHI MEXaHI3MU MPOBEACHHS MEPEKEBUX aTaK Ha PI3HUX PIBHAX MOJENI
ISO / OSI. IIpobnemu 3abe3nedeHHs KOH(IACHIIIHHOCTI, MUTICHOCTI Ta JIOCTYITHOCTI
iH(popmanii Ha pi3HuX piBHAX Mozeni [SO / OSI.

Tema Ne 2. MeToau nepexorieHHsi Mepe:keBuX 3'e¢1HaHb B Mepe:xax TCP/IP

Imnepconanii Haochin. Jlecunxponizaiiss TCP-3'eqnanb. Ataku, cipsiMoBaH1 Ha
MEpEeXeBY 1HPPACTPYKTYPY.

Tema Ne3. [lpukiaau atak B mepesxkax TCP/IP

TexHiyH1 3aX0AM 3aXUCTy BIJ MepexeBUX aTak. [IpuMyc 10 HpUCKOPEHOi
nepenayi. ATaku, CIpsSIMOBaHI Ha BIJIMOBY B OOCiIyroByBaHHi. 3MiHa KOHIryparii Ta
crany xoctiB. Henoniku npotokonis cimeiictBa TCP / IP 3 Touku 30py 3a0e3neyeHHs
Oe3reku 1Hpopmarlii.

3microBauii moayab 2. Kpunrorpagiuni Merogu 3axucry iHdopmauii B
KOMIT'IOTEPHUX MepeKax

Tema Ne 4. Kpunrorpagiyni nporokoJin 3ad6e3nedeHHs: Oe3neKu

[Mpotokonm aBreHTH(iKamii Ha npukiagHoMy piBHI. [Iporokon Kerberos.
[Iporokonu aBreHTUdiKalii HAa TpaHcnopTHOMY piBHI. [Ipotokon SSL / TLS. IlepeBaru
1 HefoiKK aBTeHTH iK1 Ha pi3HUX piBHIX Mozeini [SO / OSI.

Tema Ne 5. 3axuct BipryaabHux npuBaTHux Mepex (VPN)

[Ipu3HaueHHs, OCHOBHI MOXJIMBOCTI, MPUHIIUNN (DYHKI[IOHYBaHHS Ta BapiaHTH
peamizanii VPN. Opranxizaiis TyHeTIOBaHHS Ha pi3HuUX piBHAX Mozem [SO / OSIL
[TepeBaru 1 nemomniku 3actocyBanHs VPN. I[Ipotokon IPSEC. Ilporoxomu AH 1 ESP.
OcobmmBocti pobdotu nporokony IPSEC B TyHenbHOMY 1 TpaHCHOPTHOMY pPEKHMAX.
[Iporokon ynpaninusa kmouamu ISAKMP / Oakley. Bukopucranusa nporokony L2TP
JUTSl OpTaHi3allli BipTyaJlbHUX PUBATHUX MEPEK.

3micToBHMII MOAYb 3. 3axXuIlleHi Mepe:KeBi 101aTKH

Tema Ne 6. 3axumenunii 00MiH JaHUMH B MepeKeBHUX 101aTKaX

ABTeHTU]IKAIlIS MEPEKEBUX JIOAATKIB. 3aXUIIIEHI TPOTOKOJIU JJIsl IIBUJIKOTO Ta
3aXHUIIEHOTO OOMIHY JaHUMHU.

Tema Ne 7. Po3po0ka 3axuilleHMX MepeKeBUX 10JaTKIB

[IudpyBanns, 3abe3nedeHHs IUIICHOCTI 3 BHKOPUCTAHHSIM MPOTPAMHOTO
iaTepdeiicy SSPI. [Iporpamumii inTepdeiic openssl.
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7  CTpyKTypa HABYAJIbHOI TUCHMUILTIHA

KinbKkicTh roaus ajsi 1eHH01/3204HO1 hopmu

HaBYaHHA
Ha3Bu 3micToBHX MOaYyJIiB i TeM e
3 Y Tomy umcai
[3) . . .
= = = S =
= = = J
1 2 3 4 5 71 8 | 9]10 | 11 | 12
Moayas 1. Tunosi 3arpo3u MepexeBii 0e3meni
1 Tema Ne 1. MepexeBi ataku 13 3 10
2 Tema Ne 2. Metoau nepexoruieHHs | 19 3 2 10
MEpPEKEBUX 3'€IHAHb B MeEpekax
TCP/IP
3 Tema Ne 3. TIlpukmamu arak B| 21 4 2 15
mepexkax TCP/IP
Pa3om 3a 3micToBuUM MoayJiem 1 49 10 4 35
Monayas 2. Kpunrorpadgiuni meroau 3axucty inpopmanii B KoMI'l0TepPHUX MepeKax
4  Tewma Ne 4. Kpunrorpadiuni 23 3 4 16
MIPOTOKOJIH 3a0e3MeYeHHs Oe3MeKn
S Tema Ne5. 3axwuct BipTyaabHHX 21 3 4 14
npuBatHux Mepex (VPN)
Pa3zom 3a 3MicToBMM MoOayJs1eM 2 44 6 8 30
Monyasb 3. 3axuieHi MmepesxkeBi 101aTKH
6 Tema Ne 6. 3axuineHuii 0OMiH 26 7 4 15
JAHUMH B MEPEKEBUX JOJATKAX
7 Tema Ne 7. Po3po0Oka 3axuIICHHX 21 7 4 20
MEpEeXKEBHX JOJIATKIB
Pa3om 3a 3micToBUM Mojayem 3 47 14 8 35
¥Ycboro roaus 3a gucuuiuiiny | 150 30 20 100
8 Temu JabopaTopHUX 3aHATH
Ne KinbkicTb
Ha3zBa remu
3/m roauH (a/3)

1| Araku B mepexax TCP/IP

4

2 | JlocmipkeHHsT KpunTorpadiyHuX IpOTOKOJIIB 4
3 | HanamrryBanus ta 3axuct VPN 4
4 | CTBOpeHHS 3aXMINEHUX MEPSIKEBHX JIOAATKIB 8

Pazom 20
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9 Camocriiina po6oTa

Ne Ha3sBa temn KinbkicTh
3/m rOAUH
1 | IliaroTroBka A0 Ja00paTOPHUX POOIT 35
2 | IligroToBKa 70 TeCTiB 10
3 | 3acBOEHHS ACKIIHHOTO MaTepiary 35
4 | Bukonannsa PI'P 20
Pazom 100

10 ImpuBigyaabHi 3aBIaHHS

PoGounM maHoM mnependaveHO BUKOHAHHS JlabopatopHux poOit. JlokmanHa
iHdopMarllis 1moA0 3MICTy, BapiaHTIB 3aBliaHb, MOPSAAKY OGOPMIICHHS Ta 3aXUCTy
nabopatopHux pobit wmictuthess B [14.1]. Takoxkx mnependauyeHO BUKOHAHHS
IHUBITyIbHUX 3aBJlaHb 3 JUCHUIUIIHA Y BUIJIAM PO3paxyHKOBO-TpadiuHOT poOOTH
(PI'P). Konkperna meta PI'P, 3anmexHO BiJ BaplaHTy 3aBJIaHHsA, MOJSATAE y PO3pOOL
3aXUIIEHOTO MEPEKEBOr0 JOAATKY, CTIMKOTO JO OCHOBHHX CYyYacCHHX MEPEKEBHX aTak.
Bukonanns, odpopmienns ta 3axuct PI'P 3niiicHioeThcs 3100yBayeM BUIIOI OCBITH B
1HAUBITyaJIbHOMY TOPSJIKY BIJIOBITHO 10 METOJIUYHUX PEKOMEHIALIIM.

HNoxnagna iHdopMmanis npo PI'P wmictutbes B [14.2]. @opMu KOHTPOJO Ta
oIiHIOBaHHd BuKoHaHHs PI'P HaBeneHi B Tabmuil.

Bua podorn ®opmMa KOHTPOJIIO Kinbkicre 6aiis
BukoHaHHS 1HIUBITyaTbHOTO 1. BianoBifHICTh yMOBaM 3aBJIaHHS 0... 2
3aBIaHHA BIAMOBIIHO 0
BapiaHTa
[TosicHIOBanbHA 3amKCKa 1. OOrpyHTOBaHICTh pillIcHb 0... 2

2. [TocunaHHs Ha MepIIoKEpeTa 0... 2

3. BinnoBigHicTh 0()OpMIICHHS] BHUMOTaM 0... 2

4. CBo€YacHICTH 3/1a4i 0... 2
3axuct PI'P CaMocTiiiHICTh BUKOHAHHS (BIMOBI1 Ha 0... 10

3aMnuTaHHs)

Pazom 0... 20

11 MeToan KOHTPOJIIO

OriHIOBaHHS 3HaHb 3/100yBadiB 3/IACHIOETHCS BIAMOBITHO 0 «lloyI0kKeHHs 11po
[I0TOYHE Ta OIJICYMKOBE OIIHIOBAHHS 3HAaHb 3400yBayiB BUIOI ocBiTH HarioHaJILHOTO
VHIBepcHuTeTY «YepHIriBChbKa MOJITEXHIKAY.

[TomiTrka mOTpUMaHHS aKaJAeMIYHOI JOOpouyecHOCTI IpyHTyeThcsi Ha «Komekci
akageMiuyHoi  nmoOpouecHocti  HarmionampHoro  yHiBepcuTeTy  «YepHIriBchbKa
IIOJIITEXHIKaAMY.

3 muciuiuiina 37100yBad Moke HaOpatu 10 80% MiJACyMKOBOi OIIHKHA 3a
BUKOHAHHS BCiX BHUIB pOOIT, 10 BUKOHYIOThCA MPOTATOM cemecTpy 1 g0 20%
M1JICYMKOBOT OLIIHKY — Ha JTU(epeHIIHOBaHOMY 31Ky .



https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/06/kodeks-akademichnoyi-dobrochesnosti-nova-redakcziya.pdf
https://stu.cn.ua/wp-content/uploads/2021/06/kodeks-akademichnoyi-dobrochesnosti-nova-redakcziya.pdf
https://stu.cn.ua/wp-content/uploads/2021/06/kodeks-akademichnoyi-dobrochesnosti-nova-redakcziya.pdf

10

BukoHaHHsT Ta OCOOMCTHI 3axUCT yciX Ja00paTopHUX poOIT, 3a3HAYCHHUX Y
poOoulii HaBYaAIBHINA MporpamMi 3 JAUCIUIIIIHA, € 000B’sI3KOBUM. [10TOYHMIT KOHTPOJIb
MIPOBOJMTHCS MUITXOM CHIJIKYBaHHS 13 3J00yBaYaMu I11]T Yac JICKIIM Ta KOHCYJIbTallli Ta
ONUTYBaHb 3700yBaYiB ITiJ] 4ac 3aXUCTy J1abopaTtopuux pooit [14.1] ra PI'P [14.2].

Pe3ynbTaT MOTOYHOrO KOHTPOJIO 3a BIANOBIIHUNA MOJYJIb OMPUITIOIHIOIOTHCS
BUKJIaJa4€M Ha HACTYITHOMY ayJIUTOpPHOMY 3aHSATTI. baynm, siki HaOpaHi 3100yBaveMm I1ij1
4ac MOJIYJIbHUX KOHTPOJIIB, CKJIA/Ial0Th OLIHKY MOTOYHOT'O KOHTPOJIIO.

JudepeniiiiioBani 3aIiKi CKJIAIalOThCs 3700yBayaMH BIAMOBIIHO 10 PO3KIIANY,
SIKAH JTOBOJUTHCS O BUKJIQadiB 1 3700yBadiB HE Mi3HIIIE, HIK 32 THOKACHD 0 IOYATKY
3aJIIKOBOTO THKHSL.

CeMecTpoBUll KOHTPOJIb y BUIJISIII 3a/iKy TPOBOAUTHCA HA OCTAaHHBOMY THIKHI
HABUYAJLHOTO CeMeCTpy (3alKOBHM TIKIEHb) 3 TpboMa 3amuTaHHsAMHU. OIliHka 3a
pe3yiabTaTaMu BUBYCHHS THUCHUILIIHA (DOPMYETHCS NIISXOM JOJaBAaHHS ITiICYMKOBHX
pEe3yJIbTaTiB MOTOYHOIO0 KOHTPOJIIO 10 3aJ1IKOBOI OIIHKH. T1 3100yBayi, siki HE BUKOHAJIH
BC1 000B’SI3KOB1 BUU POOIT Ta 3a pe3yJibTaraMu poOOTH B cemecTpi HaOpanu meHiie 40
OaJliB, MalOTh MPOUTH MOBTOPHUN KypC BHUBUCHHS TUCHUIUIIHU. B3aeMO03B’s30K Mixk
HaOpaHuMHU OajlaMH 1 OIIHKOIO HaBeACHUN y po3aim 12.

Skmo BiANMOBIAb TMOBHA 1 3MICT BIAMOBIAI 3J00yBaya IMOBHICTIO BiAMOBIIAE
CYTHOCTI TIOCTaBJICHUX 3allUTaHb, MOkHa oTpuMath Bix 17 go 20 OGams. B tomy
BUIIAJIKY, KOJIU 3100yBay BiANOBiAae 06€3 rpyOorX MOMUIIOK, MO>KHA OTpUMATH Bia 12 1o
16 GaniB. Skuio mpu BIAMOBIAI 300yBay JI0MycKae rpyOi MOMMIIKH, 1 BCl 3alUTaHHS
BUpIIICH] MEHI, HI)K Ha TMOJIOBUHY, MOXHa OTpumMmaTu Big 8 g0 12 OamB. 3a He
BIIMOBIb X0ua O HA OJIHE 3alUTAHHS, HE MOXHA OTpUMAaTH OUIbIIIe 8 OaliB.

Axmo 3700yBay BUKOHAB BCl BUAM POOIT MPOTITOM CEMECTpPy Ta HaOpaB He
MeHie 60 OaniB, TO BiH, 32 Oa)KaHHAM, MOXKE 3aJMIIATA HaOpaHy KUIbKICTh OajiB sIK
MIJICYMKOBY OIIIHKY 1 HE CKJIa/IaTh 3aJliK.

B BUnaaxy moBTOPHOTO CKJIaJIaHHS 3aJIiKy BCl HaOpaHi MPOTATOM ceMecTpy Oanu
aHYJIIOIOTHCSA, a MOBTOPHHUM 3ajiK CKJIQIa€Thcid 3 TphbOMa NHUTaHHSAMU. [luTanHsa 10
3Ky 3HaXoasAThes y [16.1].

VY Bumazaky, gkmio 3700yBad IMPOTATOM CEMECTPY HE BHUKOHAB B TIOBHOMY OO0CS31
nepeioayeHxX poOOYOr0 MPOrPaMOr0 BCIX BHIIB HABYAIBLHOI POOOTH, Ma€ HEBIIpaIibOBaH1
mabopatopi pobotu abo He HabpaB MIHIMAILHO HEOOXIIHY KUIbKICTh OamiB (40), BiH HE
JIOMYCKAEThCS JIO CKJIAJIAHHS 3aJTIKy TIiJ] Yac 3aiKOBOTO TIDKHSI, ajie Mae MpaBoO JIKBITyBATH
aKaJeMiuHy 3a00proBaHICTh Y MOPSIKY, nependadyeHoMy «Ilo0KeHHSIM Mpo MOTOYHE Ta
IIIJICYMKOBE  OIIHIOBAHHA 3HaHb 3100yBauiB  BHINOi ocBiTH HaloHaJILHOIO
VHIBEpCUTETY «YEPHIr1BChLKA MOTITEXHIKAY.

[loBTOpHE cKIagaHHS 3adiKy 3 METOK IIiJIBUIICHHS TMO3UTHUBHOI OI[IHKM HE
JT03BOJISIETHCS.



https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
https://stu.cn.ua/wp-content/uploads/2021/04/polozhennya-pro-potochne-ta-pidsumkove-oczinyuvannya-znan-zdobuvachiv-vyshhoyi-osvity-1.pdf
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12 Po3nogia 6ajiB, siki OTPUMYKOTH CTYI€HTH

I1oTOYHMI KOHTPOJIb 38 MOYJISIMU

MopayJib 32 TeMAaTHYHUM IIAHOM JUCHHUILIIHH Ta (popMa KOHTPOJIIO Kig;’;‘ii;“
3microBuit Moxyab 1. Tunosi 3arpo3u mepexesiii 6e3neni 0... 30
1 TlosHoTa BeEHHS KOHCIIEKTIB 3aHSATH 0... 5
2 BigcyTHICTH IPOIYCKIB 3aHAThL 0... 5
3 Pe3ynbTaTH 3aXHCTy JaOOPaTOPHUX POOIT 0... 20
3microBuii MoayJs 2. Kpunrorpadgiuni meroau 3axucry indpopmanii B 0... 30
KOMII'FOTEPHUX MepeKax
1 TloBHoTa BeeHHS KOHCIIEKTIB 3aHSTH 0... 5
2 BiACyTHICTb IPOIYCKiB 3aHATH 0... 5
3 PesynbTaTH 3aXUCTy J1a60PaTOPHUX POOIT 0... 20
3microBmii Mmoay.n 3. 3aXuIleHi MepesKeBi 10aTKH 0... 30
1 TloBHoTa BeeHHS KOHCIIEKTIB 3aHSTH 0... 5
2 BiACyTHICTb IPOIYCKiB 3aHATH 0... 5
3 Pe3ynbTaTH 3aXHCTy Ja0OPaTOPHUX POOIT 0... 20
[TincymMKoBUiA MOYJILHUNA KOHTPOJIb
Moy.ib 32 TeMATHYHHM ILIAHOM AMCHMILIIHE T2 BHJ KOHTPOJIIO Kig;’;i;“’
3micToBuii MoayJnb 1 0... 60
1 TecroBa MoaynbHa KOHTPOJILHA POOOTA 0... 30
2 Pe3ynbTaT MOTOYHOTO KOHTPOIIO 0... 30
3micToBHii MOaYyJIb 2 0... 60
1 TecroBa MoaynbHa KOHTPOJIBHA POOOTA 0... 30
2 Pe3ysbTar MOTOYHOTO KOHTPOIIIO 0... 30
3micToBuii Moayb 3 0... 60
1 TecroBa MoaynbHa KOHTPOJIBHA POOOTA 0... 30
2 Pe3ysbTar MOTOYHOTO KOHTPOIIIO 0... 30
3BaxeHa MOyJbHA OLIHKA 0... 60
Omninka 3a PI'P 0... 20
CemMecTpoBa O1IiHKA NOTOYHOI0 KOHTPOJIIO 0.. 80
Il xana oninroBanuga: HanioHaabHa Ta ECTS
Cyma 6aunis 3a OninKa 32 HALIOHAIBLHOI0 HIKAJIOK0
BCi BUaH Ouinka .
HABYAJbHOI ECTS | Ass eK3aMeHy, KypcoBoi AL 3Ky
MiSVIBHOCTI pobotn
90 - 100 A BIIMIHHO
82-89 B
75-81 C A00pe 3apaxoBaHO
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66-74 D .
60-65 E 3aJJ0BUTEHO
HE3a0BIJILHO 3 HE 3apaxoBaHoO 3
0-59 FX MO>KJIMBICTIO TIOBTOPHOTO MOKJIMBICTIO
CKJIaJaHHSI MTOBTOPHOTO CKJIQJIAHHS

13 IHCprMeHTI/I, OﬁJIaI[HaHHﬂ Ta MporpaMmHe 3aﬁe3nequHﬂ, BUKOPUCTAHHA AKHUX
Hepenﬁaqae HaB4YaJIbHA I[I/ICIII/IHJIiHa

JlexuiiHuii Martepiajl MOAAEThCA Y BUTISAAI Mpe3eHTalllil 3a JI0MOMOrow Meaia-
nmpoekropa abo BHBEACHHA Ha MOHITOpH pobouux craHmid. Ilix wac nexmii
aHaJII3YIOThCS MPOOJIEMHI CHUTYallll, OpPraHi3y€eThCsS 3BOPOTHUM 3B'S30K 3 ayJIUTOPIEIO
UIIX0oM (OPMYJITIOBAHHS 3aITUTaHb 1 CTUCIIMX BIJMOBIJEH 3 000X CTOPIH.

Oco0OnuBICTIO BUKOHAHHA JabOpaTOPHUX pOOIT € 3acCTOCYBaHHS CHEIaIbHOTO
oOnagHaHHS Ta TPUKIAAHOTO MPOTrpamMHOro 3abe3leyeHHsT HaBYaIbHOI J1abopatopii
kadenpu [Tralll.

14 MetoauuHe 3a0e3ne4eHHSA

1. [Iporpamui 3aco0u MepeXeBUX TEXHOJOrH. MeToauyHl BKa3iBKUA [0
BUKOHAaHHS J1Ta0OpaTOpHUX poOOIT g CTYIEHTIB creuianbHocTi 121  «IHxenepis
nporpaMHoro 3abesmnedeHus». — Yepnirie: HHTY, 2019. — 31 ¢. — Enekrponsi gaHHI. —
Pexxum  moctymy:  http://eln.stu.cn.ua/course/view.php?id=3427, oOmexeHuit. —
3aroJoBOK 3 €KpaHy.

2. [Iporpamui 3aco0u MepexeBUX TEXHOJOrid. MeToauyHl BKa3iBKUA [0
BUKOHAHHS PO3pPaXxyHKOBO-TpadiyHOi Ta caMOCTiiiHOI poOOTHM i CTYJACHTIB
cnemianbHocTl 121 «IHxkenepiss mporpamHoro 3adesnedeHHs». — Yepniris: YHTY —
2019. - 11 c. —  Enekrponsi maHi.  —  Pexum  gocrymy:
http://eln.stu.cn.ua/course/view.php?id=3427, oomexeHuii. — 3arojJ0BOK 3 CKpaHy.

15 PexoMeHpoBaHa JiTepatrypa

Bba3oBa

1. bypsiuokB.JI. TexHonorii 3a0e3neyeHHs OE3MEKUMEPEKEBOT 1HPPACTPYK-TYpPH.
[[linpyunuk]/B.JL.bypsauok,  A.O.AnocoB, B.B.Cemxo, B.}O.Co-ko:os,
II.M.Cknaganauii. —K.:KVYBI', 2019. —218c.

2. 3axuct iHpopMallii B KOMIT'IOTEPHUX CUCTEMax Ta Mepexkax : HaBy. mocioHuk / C.
I'. CemeHnoB [T1a iH.] ; Ham. TexH. yH-T "XapkiB. nomitexH. iH-1". — XapkiB : HTY
"XIII", 2014. — 251 c.

3. Kommnaz M. 3ammra cereit. Ilogxon Ha ocHoBe aHamm3a maHHbIX. — M.: JIMK,
2019. - 308 c.

4. Ecun B.W. besomacHocTs HHGOPMAIMOHHBIX CHCTEM W TEXHOJOTHH [/
B. 1. Ecun, A. A. Ky3znenos, JI. C. Copoka. — X. : OO0 «3J2HA», 2010. —
656 c.

5. Paspymaromue mporpaMMHble BO3ACHCTBUSA: YUeOHO-METOIUYECKoe mocodue /
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[A.b. Bapentok, H.Il. Bacunbes, E.B. BenpMmsixkuna u ap.; nmom pea. M.A.
WBanoBa.] — M. : HUAY MUDU, 2011. — 328 c.

6. ACTY 3396.2-97 nepkaBuuii cranmapT Ykpainu.3axucT iHdopmartii. TexHiuHMiA
3aXUCT iH(OpMarii. Tepmian Ta BU3HAYCHHS.
http://www.czo.gov.ua/index.php?page=docs&id=41

7. M. B. I'paiiBoponcekmii, O. M. HogikoB ; 3a 3ar. pen. M.3.3rypoBcbkoro. besmeka
iH(opMariiiHo-koMyHiKamiitHux cucteM — K. : BunmaBanya rpyma BHV, 2009. —
608 c. € npykoBaHMii 1 eIeKTpOHHMH BapiaHTH B 610moTeri Cym/[Y

JlonmomixkHa

1. [puknagHa xpuntojorig:cuctemu mudpyBanss:niapyunnk/ O.I'. Kopuenko,
B.II. Cinenxo, }0.0. Hpeiic.—K.:JIYT,2014. —448c.:im.

2. Opranizaiisi KOMIT IOTEpHUX Mepex [EnexrtponHuii pecypc]: mipydHUK: s
cryn.cremianbHocTi 121 «IHxkeHepiss mporpamMHOro  3a0e3leyeHHs» Ta
122«Komm’torepni Haykw»/ KIII im. Irops Cikopcebkoro; FO.A. TapHaBcbkuid,
[.M.Ky3bmenko. —KwuiB : KIII im. Iropst Cikopcrekoro, 2018. —259c.

3. Tomacu VY. Dnexrponnsie cucteMsbl cBsi3u. M.: Texnocdepa, 2007.—-1360 c..

4. AbpamoBa O. Meroauka eKCIEpTHOI OLIIHKY BAPI1aHTIB MPOEKTIB NPUHHATTS PIlLIEHb
//' Yxp. i1 BecT. )xypH. Welcome. — 1999. — Ne 12. — C. 33—45

5. Cxuap b. Iudposas cBsizb. TeopeTHudeckre OCHOBBI U MPAKTUUECKOE MPUMEHEHUE.
N3n-e 2-e, ucnp.: Ilep ¢ anrn.—M.: "Bunbamc", 2003.-1104 c.

6. Bummmerckuit B.M., JlaxoB A.N., Iloprrorr C.JI., Illaxmosuu I.B.
[IIupokomnosocHble OECHpOBOJAHBIE CEeTH Tnepeaaun uHopmanuu. — M.:
Texnocdepa, 2005. —592 c.

7. lllaxnoBuu W.B. CoBpeMeHHbIE TEXHOJOTUU OECIpPOBOJHON CBsI3U. —M.:
Texnocdepa, 2006.— 288 c.

16 EaextponHi ingopmaiiini pecypcu

1. Cucrema nuctaniiinoro HaBuaHHs HY «UepHniriBcbka mnositexHika». Kypc:
[Iporpamui 3aco0u MepekeBUX TexXHOJIOTiH. — [EnekTponnui pecypc]. — Pexum
nocrymy : https://eln.stu.cn.ua/course/view.php?id=3427

2. Cisco network academy. — [Enextponnuii pecypc]. — Pexum gocrymy :
https://netacad.com

3. Mikrotik routers and wireless. — [Enextponnuii pecypc]. — Pexxum poctyny :
https://mikrotik.com

4. RFC 2411 — IP Security Document Roadmap. — [EnexrponHuii pecypc]. —
Pexxum noctymy : https://tools.ietf.org/html/rfc2411

5. RFC 6071 — IP Security(IPSec). — [Enextponnuii pecypc]. — Pexxum mocryiy :
https://tools.ietf.org/html/rfc6071


http://www.czo.gov.ua/index.php?page=docs&id=41

